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POTENTIAL  APPLICATION OF THE BLOCKCHAIN TECHNOLOGY ANT ITS POSSIBLE RISKS.  THE SONS AND THE NEPHEWS OF THE BITCOIN. 
XI LESSON:
INTRODUCTION TO THE POTENTIAL APPLICATIONS OF BLOCKCHAIN TECHNOLOGY 
In the first part I focussed my attention to bitcoin. In the second part I will speak about the applications (also the potential ones) and about the bitcoin sons, i.e. the altcoins.. More in detail in the following 10 lessons I will start speaking about the potential applications. I’ll start from the most natural ones such as the ones in Financial services. The I’ll consider smart technologies and smart contracts, applications in cybersecurity issues, smart appliances and  in healthcare personal data. I will analyse applications to IOT, to music ownership rights and  to royalty distribution, to digital elections.  I will consider also swarm robotics,  supply chain and application in pharmaceutics, transportation and freight industry and digital identity. I will discuss also about the scary experiment that is implemented in China: the so-called social credit system. The fears that come from such kind of experiments, i.e. from the possibilities  that human beings can be rated with the same mechanism used to rate hotels and restaurants and its implications on the everyday life, have been  considered in the TV series Black Mirror.  Then I will start to speak of the first generation of crypto-currencies. First I  will speak about Ripple whose consensus mechanism is based on Hawala (an old financial system used by the Arab merchants from the VIII century). I will speak also about the polemic between Ripple Foundation and Stellar Foundation.  I will consider the R3 bank consortium and Corda. I will  recall that Corda is the first example of private blockchain, even if, technically speaking Corda is not a blockchain. I will analyse also the Venezuelan experiment of Petrmoneda that is based on the technology introduced by NEM. Then I will speak about Digital Money and FinTech. Lastly I  will consider the attempts of the Swiss company Giori to build a digital money. The second generation of crypto-currencies  are the one devoted to smart contracts. I will de thescribe Hyperledger project, i.e. a private blockchain and , especially,  the Hyperlderger Fabric, the IBM’s blockchain. But the most famous second-generation  of crypto-currency is, by sure, Ether. Many are the differences with the bitcoin: it uses a Turing complete language, the transactions are less expensive, it needs less electricity, it is based on a tree (Merkle tree),  there is more space for app and applications. I  will speak of one of them, crypto-kitties, a video game that was so popular that it caused a significant slow down of the system. Moreover I will speak that  in order to implement a smart contract it is often necessary to use a side programme called oracle. Obviously Ethereum is significantly more complex than a fist generation crypto-currency. For this reason, at the beginning, bugs were possible. Now, after that was tested for so many years, it is considered quite safe to operate in the Ethereum environment. Then I will speak about TRON the crypto-currency devoted to the  digital entertainment industry. It is not completely operative and it is devoted to the Chinese market (the whitepaper was written in Chinese). The whitepaper was accused of plagiarisms. The Third Generation of Blockchains is devoted to IOT applications. They are still beta versions with a lot of bugs. I will speak of NEO, the Chinese cryptocurrency. It has a large potential market (China and Asia) and for this reason it was ranked in class A among the cryptocurrencies (to make a comparison Ether is ranked B and Bitcoin only C). It is criticised because too much centralised (and to be centralised in a de-centralised technology is not a good thing). Iota instead is a proudly German company. The transactions are free (so all the micropayments are possible) and its market is the manufacturing  industry. The technology is futuristic: it is based on a tangle (acyclic oriented graph) so, strictly speaking it is not a blockchain technology , it is ready for the challenge of the quantum computing, it works in ternary basis. But this so advanced technology, at this moment, it is not an added value because many are the problems not still solved. Finally I will speak about other interesting crypto-currencies: Cardano is the most “scientific” of them (it is called the crypto-currency of the scientists), Monero is the most anonymous and it is used in the Deep Web also for illicit traffics, Dash is used especially in third-country like Venezuela and Zimbabwe and lasty the Z-Cash, the most “nerd” among the crypto-currencies. I’ll give an overview about emerging technologies (such as side-chains and child-chains), necessary to implement in a more efficient way the transactions on a blockchain. Lastly I’ll conclude my class speaking about the main Italian crypto-currency cave, BitMiner. The sources of my classes are specialised technological journals, white papers and Wikipedia. There is still not a consolidated literature on this subject so, to my knowledge, it   is impossible to find an updated  . reference  concerning all the relevant aspects of this new technology.

Why is Blockchain technology so important?
 Blockchain technology seems to be the buzzword of the day. Governments, entrepreneurs business people and banks, all have been paying attention and even allocating resources and investment to better understand and develop what sounds like the data structural holy grail of the future. For instance, in the  contract on the formation of a coalition government contains a clause on the introduction of a blockchain into the banking sector. The program states: "It is necessary to invest in the development of innovative technologies to provide financial services and products (blockchain and fintech), as well as to guarantee greater transparency of financial transactions." Actually Blockchain promises to produce a shift in the current computing paradigm because  it has the potential to become the infrastructure catalyst for the creation of decentralised applications.  Blockchain can be seen as the next-step evolution from distributed computing architectural constructs, to a global database of data and interfaces, integrating all kinds of machines and sources of data.
If you read the news, you’d think that blockchain technology going to transform every business by next Tuesday. But what is the reason of this interest?  Blockchain’s potential for the development of decentralised database applications consensus is based on the unique characteristics of the technology. The value of decentralised databases applications consensus is enormous and it promises to disrupt the current ecosystem that tends to the monopoly. Companies like eBay, Facebook and Uber are very valuable because they benefit tremendously from the network effects that come from keeping all user information centralised in private silos and how they act as middle men taking a cut of all the transactions. Decentralised protocols on top of the blockchain have the potential to undo every single part of the stacks that make these services valuable to consumers and investors. They can do this by, for example, creating common, decentralised data sets to which any one can plug into, and enabling peer-to-peer transactions powered by bitcoin and other cryptocurrencies. A number of promising companies have already begun working on the protocols that will disrupt the business models of the companies above. One example is Lazooz, a protocol for real-time ride sharing and another is OpenBazaar, a protocol for free, decentralised peer-to-peer marketplaces.
A scaled blockchain is something that starts proving a new global (somehow still science fiction) ecosystem. For this the smart contracts are the building blocks for decentralized applications. Smart contracts are contracts whose terms are recorded in a computer language instead of legal language. Smart contracts can be automatically executed by a computing system, such as a suitable distributed ledger system. The potential benefits of smart contracts include low contracting, enforcement, and compliance costs; consequently it becomes economically viable to form contracts over numerous low-value transactions. So the question behind Bitcoin and Blockchain is why depend on a central authority when two (or more) parties can agree between themselves, and when they can bake the terms and implications of their agreement programmatically and conditionally, with automatic money releases when fulfilling services in a sequential manner, or incur in penalties if not fulfilled?  The integration of all these different concepts namely, the blockchain, decentralised consensus and smart contracts, enables the spreading of the resources and transactions laterally, in a flat, peer to peer manner, and in doing that, they are enabling computers to trust one another at a deep level. If institutions and central organizations are necessary nowadays as trusted authorities, in the future, a certain number of their central functions can be codified via smart contracts that are  governed by decentralised consensus on a blockchain. 
Namely, due to the blockchain’s role as the unequivocal validator of transactions, each peer can proceed and trust one another, because the rules of trust, compliance, authority, governance, contracts, law, and agreements live on top of the technology. If you fast forward to a not-too-distant future, smart contracts and smart property will be created, dispensed or executed routinely between consenting parties, without either of them even knowing that blockchain technology was the trusted intermediary. “Trusted computing” on the Web seems to be a key tenet of the new crypto-driven paradigm. The blockchain technology is the natural evolution of internet. The early internet dealt with intangibles. This modern internet deals with assets, your most valuable immediate items that you can touch and want to protect. These assets are stored in encoded form on a network-to-network chain called the blockchain   or ledger, where each participant sees who you do business with. This not only protects your business dealings and prevents theft, but, also, simplifies your affairs, quickens the process, reduces errors, and saves you from hiring a third party. This decentralized blockchain system is going to change your life from the way you transact business or manage assets, to the way you use your machines, vote, rent a car, and even prove who you are. Along the way, it will transform banks and other financial institutions, hospitals, companies, and governments among others. Many are the possible applications.
Some of the potential applications of Blockchain technology
The most natural application comes from Finance. Traditional systems hire a mediator, such as a banker or a remittance company to ensure trust. The blockchain is this community record on a wider, digital scale. It extends across the globe, with computer users from Yemen, Rome, Vermont and so forth where each node in the network records and verifies the data of each transaction that occurs within the network. Records are permanent, comprehensive and public  - which is why users love the blockchain for finagling questionable or risky transactions. The process not only cuts down on fraud, such as double spending or spams, but also transfers funds simply, safely, and fast.  But this revolution will concerns also the Financial Services Traditional systems tend to be cumbersome, error-prone and maddeningly slow. Intermediaries are often needed to mediate the process and resolve conflicts. Naturally, this costs stress, time, and money. In contrast, users find the blockchain cheaper, more transparent, and more effective. Small wonder that a growing number of financial services are using this system to introduce innovations, such as smart bonds and smart contracts. The former automatically pays bondholders their coupons once certain pre- programmed terms are met. The latter are digital contracts that self-execute and self-maintain, again when terms are met.
Traditional trade processes within asset management (where parties trade and manage assets) can be expensive and risky, particularly when it comes to cross-border transactions. Each party in the process, such as broker, custodian, or the settlement manager, keeps their own records which create significant inefficiencies and room for error. The blockchain ledger reduces error by encrypting the records. At the same time, the ledger simplifies the process, while cancelling the need for intermediaries. Claims processing can be a frustrating and thankless procedure. Insurance processors have to wade through fraudulent claims, fragmented data sources, or abandoned policies for users to state a few -  and process these forms manually. Room for error is huge. The blockchain provides a perfect system for risk-free management and transparency. Its encryption properties allow insurers to capture the ownership of assets to be insured.
The global payments sector is error-prone, costly, and open to money laundering. It takes days if not longer for money to cross the world. The blockchain is already providing solutions with remittance companies such as Abra, Align Commerce and Bitspark that offer end-to-end blockchain powered remittance services. In 2004, Santander became one of the first banks to merge blockchain to a payments app, enabling customers to make international Smart Property A tangible or intangible property, such as cars, houses, or cookers, on the one hand, or patents, property titles, or company shares, on the other, can have smart technology embedded in them. Such registration can be stored on the ledger along with contractual details of others who are allowed ownership in this property. Smart keys could be used to facilitate access to the permitted party. The ledger stores and allows the exchange of these smart keys once the contract is verified. The decentralized ledger also becomes a system for recording and managing property rights as well as enabling the smart contracts to be duplicated if records or the smart key is lost. Making property smart decreases your risks of running into fraud, mediation fees, and questionable business situations. At the same time, it increases trust and efficiency.
Smart contracts can revolutionize the traditional lending system. For instance, unconventional money lenders (e.g. hard money lenders) service borrowers who have poor credit with needed loans  Too many borrowers fall into bankruptcy and lose homes.  The blockchain can undercut this by allowing a stranger to loan you money and taking your smart property as collateral. No need to show the lender credit or work history. No need to manually process the numerous documents. The property’s encoded on the blockchain for all to see. Primitive forms of smart property exist. Your car-key, for instance, may be outfitted with an immobilizer, where the car can only be activated once you tap the right protocol on the key. Your smartphone too will only function once you type in the right PIN code. Both work on cryptography to protect your ownership. The problem with primitive forms of smart property is that the key is usually held in a  physical container, such as the car key or SIM card, and can’t be easily transferred or copied. The blockchain ledger solves this problem by allowing blockchain miners to replace and replicate a lost protocol.
Any material object is a ‘thing.’ It becomes an internet of things (IoT) when it has an on/ off switch that connects it to the internet and to each other. By being connected to a computer network, the object, such as a car, become more than just an object.  It is now people-people, people-things, and things-things. The analyst firm Gartner says that by 2020 there will be over 26 billion connected devices. Others raise that number to over 100! How does the IoT affect you?  Your printer can automatically order cartridges from Amazon when it runs low. Your alarm clock will change your time for brewing coffee, while your oven will produce an immaculately timed turkey for Thanksgiving. These are just some examples. On a larger scale, cities and governments can use IoT to develop cleaner environments, more efficient energy use and so-called ‘smart cities,’ to improve how we live and work. As in all cases, the blockchain ledger provides security to this Internet of things. 
With billions of devices linked together, cybersecurity experts worry how to make sure this distributed information stays secure. What can companies do to protect their systems from being invaded?
•	How can inventors shield their ideas?
•	How should governments protect their secret information from spies and potential terrorists?
Then, there’s the problem of how to organize and analyse this massive amount of data that’s coming from these related devices. Enter the blockchain ledger system that ensures that information is only accepted and released to trusted parties. The ledger grants parties a management platform for analysing the vast amounts of data. 
Connected to this potential application, there is the smart appliance, i.e. a device that connects to the internet and gives you more information and control than before. For instance, a code connected to your appliance can be linked to the internet and alert you when your cookies are ready or if your laundry has stopped. These alerts keep your appliances in good condition, they save you money regarding energy efficiency and help you control your devices when away from home, among other benefits. Encrypting these appliances on the blockchain protects your ownership and enables transferability. Sensors give companies end-to-end visibility of their supply chain by providing data on the location and condition of the supplies as they are transported around the globe. As of 2016, a Deloitte and MHI report surveyed 99 leading supply chain companies and found that sensors were used by 44% of these respondents. Eighty-seven percent of these industries said they plan to use the technology by 2020. The technology is expected to grow to 1 trillion by 2022 and to 10 trillion sensors by 2030. The blockchain stores, manages, protects and transfers this smart information.
Smart contracts are digital which are embedded with an if-this-then-that (IFTTT) code, which gives them self-execution. In real life, an intermediary ensures that all parties follow through on terms. The blockchain not only waives the need for third parties, but also ensures that all ledger participants know the contract details and that contractual terms implement automatically once conditions are met. You can use smart contracts for all sort of situations, such as financial derivatives, insurance premiums, property law, and crowd funding agreements, among others. An example of Blockchain Smart Contracts is in Blockchain Healthcare Personal health records could be encoded and stored on the blockchain with a private key which would grant access only to specific individuals. The same strategy could be used to ensure that research is conducted in a secure and confidential way. Receipts of surgeries could be stored on a blockchain and automatically sent to insurance providers as proof-of-delivery. The ledger, too, could be used for general health care management, such as supervising drugs, regulation compliance, testing results, and managing healthcare supplies.
 Another potential application is in the music. Key problems in the music industry include ownership rights, royalty distribution, and transparency. The digital music industry focuses on monetizing productions, while ownership rights are often overlooked. The blockchain and smart contracts technology can circuit this problem by creating a comprehensive and accurate decentralized database of music rights. At the same time, the ledger and provide transparent transmission of artist royalties and real time distributions to all involved with the labels. Players would be paid with digital currency according to the specified terms of the contract. Another potential application is in the voting system.  In the 2016 American election, Democrats and Republicans questioned the security of the voting system. There was a recount of votes in Wisconsin, Pennsylvania, and Michigan. Computer scientists say hackers can rig the electronic system to manipulate votes. The ledger would prevent this since votes become encrypted. Private individuals can confirm that their votes were counted and confirm who they voted for. The system saves money, by the way, for the government, too.
Swarms of robots will revolutionize many applications, from targeted material delivery to farming. However, the characteristics that make them ideal for certain future applications, such as robot autonomy or decentralized control, can also be an obstacle when transferring this technology from academia to real-world problems. Blockchain, an emerging technology, demonstrates that by combining peer-to-peer networks with cryptographic algorithms, a group of agents can reach agreements without the need for a controlling authority. The combination of blockchain with other distributed systems, such as robotic swarm systems, can provide the necessary capabilities to make robotic swarm operations more secure, autonomous, flexible, and profitable.
Blockchain technology can help ensure provenance, providing traceability across the supply chain. This can thwart counterfeiters and ensure safety. The technology also allows manufacturers, shippers and customers to aggregate data, analyse trends, and perform predictive monitoring. For instance, the coffee supply chain is ripe for reform. Production is fragmented - coffee is mostly grown in remote and developing areas, prices are volatile, and climate change threatens many coffee-growing regions, reports Inbound Logistics. And human rights organizations have long documented abuses of laborers. Blockchain can’t solve all those issues, but it can begin to bring transparency and efficiency to the coffee supply chain. Actually it is used  blockchain technology to better track all elements of the worldwide coffee trade -from farmer to consumer-and thereby boost supply-chain productivity. But blockchain are used in a traceability project to tracks tuna from vessel to market. The effort, focused on the Pacific Islands’ tuna industry, is intended to eliminate illegal fishing and human rights abuses. Many food safety issues, such as cross-contamination and the spread of foodborne illness, as well as unnecessary waste and the economic burden of recalls, are made worse by lack of data and traceability. It can take weeks -sometimes months-to identify source of contamination- or the point at which a product became contaminated. This means sicker people, lost revenue, and wasted food. For example it took more than two months to identify the farm source of contaminated papayas in a 2017 salmonella outbreak.
XII LESSON:
MORE ABOUT THE POTENTIAL APPLICATION OF BLOCKCHAIN TECHNOLOGY. FEW WORDS ABOUT THE COLLATERAL EFFECTS. THE CHINESE SOCIAL CREDIT SYSTEM. 
More about the applications
Blockchain can improve the pharmaceutical supply chain in a variety of ways. Keeping drugs cold:, for instance. Pharmaceuticals, too, often need to be kept in a particular temperature zone. Many medications- especially biologic-being shipped from manufacturer to warehouse to another warehouse need to stay within a certain temperature range. With blockchain technology, this can be programmed in, triggering an alert when the temperature gets too high . Blockchain does more than monitor and verify.  It can help “steward” medications from source to destination. And because all the processes and checkpoints are logged on the blockchain, the manufacturer or the shipper identifies and remedies trouble spots. Another application is in eliminating fraud: Blockchain’s transparency may also help reduce fraud for pharmaceuticals. The global counterfeit drug market size is around $75-200 billion. The status quo -a complicated and opaque supply chain-exacerbates the problem. Blockchain’s immutability provides a basis for traceability of drugs from manufacturer to end consumer, identifying where the supply chain breaks down. In addition to cutting losses, there’s the potential to improve consumer safety and prevent some of the deaths annually from counterfeit medicine. Another existing application of Blockchain is  verifying the authenticity, provenance, and custody of diamonds across the supply chain. Forbes reports. It was  developed a blockchain solution for the diamond supply chain that’s designed to help prevent fraud and illicit global diamond trading. Each stone has what amounts to a fingerprint. 
Under this point of view Maersk and IBM are launching a yet-to-be named joint venture to use blockchain technology to make the global supply chain more efficient and secure. The new company initially plans to commercialize two core capabilities:
•	A shipping information pipeline will provide end-to-end supply chain visibility and enable everyone involved in managing a supply chain to securely and seamlessly exchange information in real time.
•	Paperless trade will digitize and automate paperwork.
 The blockchain has the potential to transform the supply chain and disrupt the way we produce, market, purchase and consume our goods. The added transparency, traceability and security to the supply chain can go a long way toward making our economies safer and much more reliable by promoting trust and honesty, and preventing the implementation of questionable practices.  Companies in the commercial transportation industry sink or swim based on their ability to adapt to consumer needs, and implement new technologies that help them increase efficiency and lower the costs of shipping.
20 years ago, if you were to tell a trucking expert about the amount of innovation that would hit the trucking, logistics and commercial transportation industry over the next two decades, they would be ecstatic. If you were to tell that same expert the level of demand for same day shipping and the volume of online transactions leading to expedited delivery, they would be more than ecstatic. Every day, there are $140 billion tied up in disputes for payments in the transportation industry. To put things into perspective, that’s about equivalent to the GDP of Hungary. For an average invoice, a company must wait 42 days before receiving payment. Many businesses have millions of dollars tied up in their accounts, which they could be using to advance their business, improve delivery times and better serve end users. IBM and Maersk performed an experiment where the companies tracked a shipping container of flowers from Mombasa, Kenya, to Rotterdam, the major port in the Netherlands. They found that just a simple refrigerated shipment went through more than 30 different organizations and required over 200 separate communications. Any lost form or delayed approval could hold up the container in port indefinitely, or get it lost altogether.
Here’s yet another way that blockchain technology and the Internet of Things can combine to improve efficiency in the trucking industry: Some companies are already implementing Vehicle to Vehicle (V2V) Communications, which essentially allow for multiple freight vehicles to form a platoon and communicate, improving fuel efficiency and safety. Storing and validating the data created by the use of V2V Communications on the blockchain can help transportation companies across the world streamline their operations. Moreover with the blockchain, shippers can post timestamped loads that are recorded and verified by the decentralized network. Because of this, a particular load cannot be duplicated and the data will maintain its integrity. This also eliminates the need for a middleman in the form of a broker, because the blockchain can authenticate load data, prevent duplication, and make it visible to load boards. The supply chains nowadays are extremely inefficient because they rely on paper-based systems, where forms have to pass through numerous channels of approval, which increases exposure to loss and fraud. By using blockchain, smart contracts could completely eliminate the need for all of these administrative steps, cutting costs and virtually removing all possibilities for error. If we consider the fact that administrative costs make can make up 20% of the overall costs of transportation, the amount of money saved by using smart contracts effectively could be amazing.
But obviously there are  risks of using blockchain technology in the transportation and freight industry. One risk s that blockchain’s immutability could backfire, as all data entry at its outset is subject to human error. If a company’s private key were to get damaged or misplaced, the blockchain would become unverifiable and there would be a massive loss of data. Most other concerns stem from a belief that blockchain adoption in trucking and logistics will be just another imperfect technological adaptation. Electronic Data Interchange (EDI) has been the standard system in the logistics industry for over 30 years, and the industry still lacks an overall EDI standard. Instead, there are multiple different versions of the technology, causing a messy chain of inconsistencies from company to company. But the advantages are so huge. Morgan Stanley estimates that the $500 billion revenue opportunity will encompass elements of the industry like global truck brokerage, freight forwarding, truck fuel spend and supply chain management software.
Another interesting application is in the Public Administration. The blockchain can facilitate self-organization by providing a self-management platform for companies, NGOs, foundations, government agencies, academics, and individual citizens. Parties can interact and exchange information on a global and transparent scale -  think of Google Cloud, but larger and less risky. Smart contracts can ensure that electorates can be elected by the people for the people so that government is what it’s meant to be. The contracts specify the electorate’s expectations and electors will get paid only once they do what the electorate demanded rather than what funders desired. Moreover blockchains could be very  useful in protecting our privacy. Whether we like it or not, online companies know all about us. Some companies whom we purchase from sell our identity details to advertisers who send you their ads. The blockchain blocks this by creating a protected data point where you encrypt only the information that you want relevant people to know at certain times.  For example, if you’re going to a bar, the bartender simply needs the information that tells him you’re over 18.
The first digital passport launched in 2014 and could help owners identify themselves online and off. And it works in an easy way. You take a picture of yourself, stamp it with a public and private key, both of which are encoded to prove it is legitimate. The passport is stored on the ledger, given a Bitcoin address with a public IP, and confirmed by Blockchain users. But the digital identity can be used also in other contexts. Few things are more important than documents showing you’re born, married, died which open your rights to all sorts of privileges (such as voting, working, citizenship), yet mismanagement is rife. Up to a third of children under the age of five have not been issued a birth certificate, the UNICEF reported in 2013.  The blockchain could make record-keeping more reliable by encrypting birth and death certification and empowering citizens to access this crucial information.
We carry a range of identifications: Our driver’s license, computer password, identity cards, keys, social security ID, and so forth. Blockchain ID is a digital form of ID that’s engineered to replace all these forms of physical identification. In the future, fintech scientists say you’ll be able to use the one digital ID for signing up at any registrar. It is open source, secured by the blockchain, and protected by a ledger of transparent account. It’s important to note that for the blockchain to work,  the node-to-node network must be motivated and agree to work under ethical standards. Once, and only if, these standards are adhered to, the blockchain could become a powerful tool for improving business, conducting fair trade, democratizing the global economy, and helping support more open and fair societies assets to be insured.
But  has  this disruptive technology only advantage? No dangers? 
In June 14, 2014, the State Council of China published an ominous-sounding document called "Planning Outline for the Construction of a Social Credit System". In the way of Chinese policy documents, it was a lengthy and rather dry affair, but it contained a radical idea. What if there was a national trust score that rated the kind of citizen you were? Imagine a world where many of your daily activities were constantly monitored and evaluated: what you buy at the shops and online; where you are at any given time; who your friends are and how you interact with them; how many hours you spend watching content or playing video games; and what bills and taxes you pay (or not). It's not hard to picture, because most of that already happens, thanks to all those data-collecting behemoths like Google, Facebook and Instagram or health-tracking apps such as Fitbit. But now imagine a system where all these behaviours are rated as either positive or negative and distilled into a single number, according to rules set by the government. That would create your Citizen Score and it would tell everyone whether or not you were trustworthy. Plus, your rating would be publicly ranked against that of the entire population and used to determine your eligibility for a mortgage or a job, where your children can go to school - or even just your chances of getting a date.
 A futuristic vision of Big Brother out of control? No, it's already getting underway in China, where the government is developing the Social Credit System (SCS) to rate the trustworthiness of its 1.3 billion citizens. The Chinese government is pitching the system as a desirable way to measure and enhance "trust" nationwide and to build a culture of "sincerity". As the policy states, "It will forge a public opinion environment where keeping trust is glorious. It will strengthen sincerity in government affairs, commercial sincerity, social sincerity and the construction of judicial credibility." For now, technically, participating in China's Citizen Scores is voluntary. But by 2020 it will be mandatory. The behaviour of every single citizen and legal person (which includes every company or other entity)in China will be rated and ranked, whether they like it or not.
Prior to its national roll-out in 2020, the Chinese government is taking a watch-and-learn approach. In this marriage between communist oversight and capitalist can-do, the government has given a licence to eight private companies to come up with systems and algorithms for social credit scores. Predictably, data giants currently run two of the best-known projects.The first is with China Rapid Finance, a partner of the social-network behemoth Tencent and developer of the messaging app WeChat with more than 850 million active users. The other, Sesame Credit, is run by the Ant Financial Services Group (AFSG), an affiliate company of Alibaba. Ant Financial sells insurance products and provides loans to small- to medium-sized businesses. However, the real star of Ant is AliPay, its payments arm that people use not only to buy things online, but also for restaurants, taxis, school fees, cinema tickets and even to transfer money to each other.
Sesame Credit has also teamed up with other data-generating platforms, such as Didi Chuxing, the ride-hailing company that was Uber's main competitor in China before it acquired the American company's Chinese operations in 2016, and Baihe, the country's largest online matchmaking service. It's not hard to see how that all adds up to gargantuan amounts of big data that Sesame Credit can tap into to assess how people behave and rate them accordingly. So just how are people rated? Individuals on Sesame Credit are measured by a score ranging between 350 and 950 points. Alibaba does not divulge the "complex algorithm" it uses to calculate the number but they do reveal the five factors taken into account. The first is credit history. For example, does the citizen pay their electricity or phone bill on time? Next is fulfilment capacity, which it defines in its guidelines as "a user's ability to fulfil his/her contract obligations". The third factor is personal characteristics, verifying personal information such as someone's mobile phone number and address. But the fourth category, behaviour and preference, is where it gets interesting.
Under this system, something as innocuous as a person's shopping habits become a measure of character. Alibaba admits it judges people by the types of products they buy. "Someone who plays video games for ten hours a day, for example, would be considered an idle person," says Li Yingyun, Sesame's Technology Director. "Someone who frequently buys diapers would be considered as probably a parent, who on balance is more likely to have a sense of responsibility." So the system not only investigates behaviour - it shapes it. It "nudges" citizens away from purchases and behaviours the government does not like. Friends matter, too. The fifth category is interpersonal relationships. What does their choice of online friends and their interactions say about the person being assessed? Sharing what Sesame Credit refers to as "positive energy" online, nice messages about the government or how well the country's economy is doing, will make your score go up.
Alibaba is adamant that, currently, anything negative posted on social media does not affect scores (we don't know if this is true or not because the algorithm is secret). But you can see how this might play out when the government's own citizen score system officially launches in 2020. Even though there is no suggestion yet that any of the eight private companies involved in the ongoing pilot scheme will be ultimately responsible for running the government's own system, it's hard to believe that the government will not want to extract the maximum amount of data for its SCS, from the pilots. If that happens, and continues as the new normal under the government's own SCS it will result in private platforms acting essentially as spy agencies for the government. They may have no choice. So why have millions of people already signed up to what amounts to a trial run for a publicly endorsed government surveillance system? There may be darker, unstated reasons - fear of reprisals, for instance, for those who don't put their hand up - but there is also a lure, in the form of rewards and "special privileges" for those citizens who prove themselves to be "trustworthy" on Sesame Credit.
If their score reaches 600, they can take out a Just Spend loan of up to 5,000 yuan (around £565) to use to shop online, as long as it's on an Alibaba site. Reach 650 points, they may rent a car without leaving a deposit. They are also entitled to faster check-in at hotels and use of the VIP check-in at Beijing Capital International Airport. Those with more than 666 points can get a cash loan of up to 50,000 yuan ( about 6000 Euro), obviously from Ant Financial Services. Get above 700 and they can apply for Singapore travel without supporting documents such as an employee letter. And at 750, they get fast-tracked application to a coveted pan-European Schengen visa. "I think the best way to understand the system is as a sort of bastard love child of a loyalty scheme," says Creemers. Higher scores have already become a status symbol, with almost 100,000 people bragging about their scores on Weibo (the Chinese equivalent of Twitter) within months of launch. A citizen's score can even affect their odds of getting a date, or a marriage partner, because the higher their Sesame rating, the more prominent their dating profile is on Baihe.
XIII LESSON:
MORE ABOUT THE CHINESE SOCIAL CREDIT SYSTEM.  THE FIRST GEERATION OF CRYPTO-CURRENCIES.
Sesam Credit
Sesame Credit already offers tips to help individuals improve their ranking, including warning about the downsides of friending someone who has a low score. This might lead to the rise of score advisers, who will share tips on how to gain points, or reputation consultants willing to offer expert advice on how to strategically improve a ranking or get off the trust-breaking blacklist. Indeed, the government's Social Credit System is basically a big data gamified version of the Communist Party's surveillance methods; the disquieting dang'an. The regime kept a dossier on every individual that tracked political and personal transgressions. A citizen's dang'an followed them for life, from schools to jobs. People started reporting on friends and even family members, raising suspicion and lowering social trust in China. The same thing will happen with digital dossiers. People will have an incentive to say to their friends and family, "Don't post that. I don't want you to hurt your score but I also don't want you to hurt mine." We're also bound to see the birth of reputation black markets selling under-the-counter ways to boost trustworthiness. In the same way that Facebook Likes and Twitter followers can be bought, individuals will pay to manipulate their score. What about keeping the system secure? Hackers (some even state-backed) could change or steal the digitally stored information.
"People with low ratings will have slower internet speeds; restricted access to restaurants and the removal of the right to travel. Untrustworthy people cannot rent a car, cannot borrow money or even cannot find a job ". China's trust system might be voluntary as yet, but it's already having consequences. In February 2017, the country's Supreme People's Court announced that 6.15 million of its citizens had been banned from taking flights over the past four years for social misdeeds. The ban is being pointed to as a step toward blacklisting in the SCS. "We have signed a memorandum… [with over] 44 government departments in order to limit 'discredited' people on multiple levels," says Meng Xiang, head of the executive department of the Supreme Court. Another 1.65 million blacklisted people cannot take trains. This situation has been described in "Nosedive" is the first episode of the third series of the British science fiction anthology series Black Mirror. The episode is set in a world where people can rate each other from one to five stars for every interaction they have, which can impact their socioeconomic status. Lacie (Bryce Dallas Howard) is a young woman overly obsessed with her ratings; she finds an opportunity to elevate her ratings greatly and move into a more luxurious residence after being chosen by her popular childhood friend (Alice Eve) as the maid of honour for her wedding. Her obsession leads to several mishaps on her journey to the wedding that culminate in a rapid reduction in her ratings. Obviously,  critics noted the similarity of the episode to real world app Peeple and China's upcoming Social Credit System.
This rating system is made possible thanks to the blockchain technology. We are entered in an  infosphere, a mixture of physical and virtual experiences, we are acquiring an onlife personality - different from who we innately are in the "real world" alone. We see this  on Facebook, where people present an edited or idealised portrait of their lives. The credit system is everywhere: Invalsi, bonus-malus contracts… Everything is ranked: the Universities, the Banks, the Hotels, the Restaurant.. More than 70 years ago, two men called Bill Fair and Earl Isaac invented credit scores. Today, companies use "FICO" scores to determine many financial decisions, including the interest rate on our mortgage or whether we should be given a loan. Given the speed of the digital economy it's crucial that people can quickly verify each other's credit worthiness. But thus situation is not regarding only China. In 2015, the OECD published a study revealing that in the US there are at least 24.9 connected devices per 100 inhabitants. All kinds of companies scrutinise the "big data" emitted from these devices to understand our lives and desires, and to predict our actions in ways that we couldn't even predict ourselves. 
Governments around the world are already in the business of monitoring and rating. In the US, the National Security Agency (NSA) is not the only official digital eye following the movements of its citizens. In 2015, the US Transportation Security Administration proposed the idea of expanding the PreCheck background checks to include social-media records, location data and purchase history. The idea was scrapped after heavy criticism, but that doesn't mean it's dead. We already live in a world of predictive algorithms that determine if we are a threat, a risk, a good citizen and even if we are trustworthy. We're getting closer to the Chinese system - the expansion of credit scoring into life scoring - even if we don't know we are. So are we heading for a future where we will all be branded online and data-mined? It's certainly trending that way. Barring some kind of mass citizen revolt to wrench back privacy, we are entering an age where an individual's actions will be judged by standards they cannot control and where that judgement cannot be erased. The consequences are not only troubling; they are permanent. 
Perhaps it is impossible  to stop this new era,  but blockchain technology gives the chance to moderate the effect of this rating system.  Blockchain technology offers  trustworthy mechanisms to make sure  that ratings and data are used responsibly and with our permission. To trust the system, to accept this “New World”, we need to reduce the unknowns. That means taking steps to reduce the opacity of the algorithms. The argument against mandatory disclosures is that if you know what happens under the hood, the system could become rigged or hacked. But if humans are being reduced to a rating that could significantly impact their lives, there must be transparency in how the scoring works. I think that it is clear now why blockchain is considered a foundational technology that will modify the founding structures of society in a structural way, perhaps more than the introduction of Internet.
The sons and the nephews of the Bitcoin
The natural evolution for Bitcoin and Blockchain technology was the introduction of new crypto-currencies. More technologically evoluted, more focussed on specific tasks. In general the launch of a new currency was accompanied by a ICO (Initial Coin Offer) that is  a way used by start-ups to bypass the rigorous and regulated capital-raising process required by venture capitalists or banks and to collect some money to develop the project for which the new crypto-currency was ideated. This project is described in the so-called white paper. Let us describe some of the most famous crypto-currencies
Blockchain 1.0. :  Ripple and Stellar
Ripple is a  currency exchange and remittance network created by the Ripple company. Also called the Ripple Transaction Protocol (RTXP) or Ripple protocol, it is built upon a distributed open source internet protocol, consensus ledger and native cryptocurrency abbreviated as XRP (ripples). Released in 2012, Ripple has the purpose to enable ”secure, instantly and nearly free global ﬁnancial transactions of any size with no chargebacks.” It supports tokens representing ﬁat currency, cryptocurrency, commodity or any other unit of value such as frequent ﬂier miles or mobile minutes. At its core, Ripple is based around a shared and public database or ledger, which uses a consensus process that allows for payments, exchanges and remittance in a distributed process.
The network can operate without the Ripple company. Among its validators are companies, internet service providers, and the Massachusetts Institute of Technology. Used by companies such as UniCredit, UBS and Santander, Ripple has been increasingly adopted by banks and payment networks as settlement infrastructure technology, with American Banker explaining that ”from banks’ perspective, distributed ledgers like the Ripple system have a number of advantages over cryptocurrencies like bitcoin.” The predecessor to the Ripple payment protocol, Ripplepay, was ﬁrst developed in 2004 by Ryan Fugger, a web developer in Vancouver, British Columbia. Fugger conceived of the idea after working on a local exchange trading system in Vancouver, and his intent was to create a monetary system that was decentralized and could eﬀectively allow individuals and communities to create their own money. Fugger’s ﬁrst iteration of this system, RipplePay.com, debuted in 2005 as a ﬁnancial service to provide secure payment options to members of an online community via a global network.
This led to the conception of a new system by Jed McCaleb of eDonkey network, which was designed and built by Arthur Britto and David Schwartz. In May 2011, they began developing a digital currency system in which transactions were veriﬁed by consensus among members of the network, rather than by the mining process used by bitcoin, which relies on blockchain ledgers. This new version of the Ripple system was therefore designed to eliminate bitcoin’s reliance on centralized exchanges, use less electricity than bitcoin, and perform transactions much more quickly than bitcoin. Chris Larsen, who had previously founded the lending services companies E-Loan and Prosper, joined the team in August 2012, and together McCaleb and Larsen approached Ryan Fugger with their digital currency idea. After discussions with long-standing members of the Ripple community, Fugger handed over the reins. In September 2012 the team co-founded the corporation OpenCoin, or OpenCoin Inc.
OpenCoin began developing a new payment protocol called the Ripple Transaction Protocol (RTXP) based on Ryan Fugger’s concepts. The Ripple protocol enables the instant and direct transfer of money between two parties. As such the protocol can circumnavigate the fees and wait times of the traditional correspondent banking system, and any type of currency can be exchanged including U.S. dollars, euros, renminbis, Indian rupees, yen, gold and airline miles. To maintain security OpenCoin programmed Ripple to rely on a common ledger that is ”managed by a network of independent validating servers that constantly compare their transaction records.” Servers could belong to anyone, including banks or market makers. The company also created its own form of digital currency dubbed XRP in a manner similar to bitcoin, using the currency to allow ﬁnancial institutions to transfer money with negligible fees and wait-time.
By 2014, Ripple Labs was involved in several development projects related to the protocol, releasing for example an iOS client app for the iPhone that allows iPhone users to send and receive any currency via their phones. Ripple allows for cross-border payments for retail customers, corporations, and other banks, and Larsen was quoted stating that ”Ripple simpliﬁes the [exchange] process by creating point-to-point and transparent transfers in which banks do not have to pay corresponding bank fees.” The ﬁrst bank to use Ripple was Fidor Bank in Munich, which announced the partnership in early 2014. Fidor is an online-only bank based in Germany. In September the New Jersey-based Cross River Bank and Kansas-based CBW Bank announced they would be using the Ripple protocol. By December Ripple Labs began working with global payments service Earthport, combining Ripple’s software with Earthport’s payment services system. Earthport’s clients include banks such as Bank of America and HSBC, and it operates in 65 countries. In late April 2015, it was announced that Western Union was planning to ”experiment” with Ripple.
In late May 2015, Commonwealth Bank of Australia announced it would be experimenting with Ripple in relation to intrabank transfers. The year 2015 and 2016 marked the expansion of Ripple (company) with the opening of an oﬃce in Sydney, Australia in April 2015 and the opening of European oﬃces in London, United Kingdom in March 2016, then in Luxembourg in June 2016. Many companies have subsequently announced experimenting and integrations with Ripple, On August 19, 2016, SBI Ripple Asia announced the creation of a Japanese consortium of banks in a new network that will use Ripple’s technology for payments and settlement. As of July 2017, 61 Japanese banks had joined, representing over 80% of total banking assets in Japan. On September 23, 2016, Ripple announced the creation of the ﬁrst interbank group for global payments based on distributed ﬁnancial technology. As of April 2017, members of the network known as the Global Payments Steering Group (GPSG) are Bank of America Merrill Lynch, Canadian Imperial Bank of Commerce, Mitsubishi UFJ Financial Group, Royal Bank of Canada, Santander, Standard Chartered, UniCredit and Westpac Banking Corporation.
The group will ”oversee the creation and maintenance of Ripple payment transaction rules, formalized standards for activity using Ripple, and other actions to support the implementation of Ripple payment capabilities. ”On December 29, 2017, XRP brieﬂy became the second largest cryptocurrency, with a market capitalization of 73 billion USD. Ripple’s website describes the open-source protocol as ”basic infrastructure technology for interbank transactions a neutral utility for ﬁnancial institutions and systems.” The protocol allows banks and non-bank ﬁnancial services companies to incorporate the Ripple protocol into their own systems, and therefore allow their customers to use the service
Currently, Ripple requires two parties for a transaction to occur: ﬁrst, a regulated ﬁnancial institution ”holds funds and issues balances on behalf of customers.” Second, ”market makers” such as hedge funds or currency trading desks provide liquidity in the currency they want to trade in. At its core, Ripple is based around a shared, public database or ledger that has its contents decided on by consensus. In addition to balances, the ledger holds information about oﬀers to buy or sell currencies and assets, creating the ﬁrst distributed exchange. In Ripple, users make payments between each other by using cryptographically signed transactions denominated in either ﬁat currencies or Ripple’s internal currency (XRP). For XRP-denominated transactions Ripple can make use of its internal ledger, while for payments denominated in other assets, the Ripple ledger only records the amounts owed, with assets represented as debt obligations.
When a non-XRP payment is made between two users that trust each other, the balance of the mutual credit line is adjusted, subject to limits set by each user. In order to send assets between users that have not directly established a trust relationship, the system tries to ﬁnd a path between the two users such that each link of the path is between two users that do have a trust relationship. All balances along the path are then adjusted simultaneously and atomically. This mechanism of making payments through a network of trusted associates is named ’rippling’. The user must put a quantitative limit on this trust and create a similar limit for each currency on deposit at that gateway. For example, if a user deposits US$50 and BTC2.00 at The Rock Trading, the user will have to grant trust of at least that much in both currencies to the gateway for the monies to be available in the Ripple network.
This system has the same feature of Hawala that is a popular and informal value transfer system based not on the movement of cash, or on telegraph or computer network wire transfers between banks, but instead on the performance and honour of a huge network of money brokers (known as ”hawaladars”). While hawaladars are spread throughout the world, they are primarily located in the Middle East, North Africa, the Horn of Africa, and the Indian subcontinent, operating outside of, or parallel to, traditional banking, ﬁnancial channels, and remittance systems. Hawala follows Islamic traditions but its use is not limited to Muslims. The hawala system has existed since the 8th century between Arabic and Muslim traders alongside the Silk Road and beyond as a protection against theft. It is believed to have arisen in the ﬁnancing of long-distance trade around the emerging capital trade centres in the early medieval period. In South Asia, it appears to have developed into a fully-ﬂedged money market instrument, which was only gradually replaced by the instruments of the formal banking system in the ﬁrst half of the 20th century. Money is transferred via a network of hawala brokers, or hawaladars. It is the transfer of money without actually moving it. In fact, a successful deﬁnition of the hawala system that is used is ”money transfer without money movement”.

·  a customer A approaches a hawala broker X in one city and gives a sum of money that is to be transferred to a recipient  B in another, usually foreign, city. Along with the money, he usually speciﬁes something like a password that will lead to the money being paid out.
· The hawala X calls another hawala broker M in the recipient’s city, and informs M about the agreed password, or gives other disposition of the funds.
·  B who also has been informed by A about the password, now approaches M and tells him the agreed password. 
· If the password is correct, then M releases the transferred sum to B, usually minus a small commission. 
· X now basically owes M the money that M had paid out to B; thus M has to trust X’s promise to settle the debt at a later date.

XIV LESSON:
RIPPLE, STELLAR, CORDA, PETROMONEDA, NEM, FINTECH AND DIGITAL MONEY. 
In the same way, Ripple relies on a common shared ledger, which is a distributed database storing information about all Ripple accounts. The network is ”managed by a network of independent validating servers that constantly compare their transaction records.” Servers could belong to anyone, including banks or market makers. A transaction is any proposed change to the ledger and can be introduced by any server to the network. The servers attempt to come to consensus about a set of transactions to apply to the ledger, creating a new ’last closed ledger’ Transactions that are agreed upon by a ”supermajority” of peers are considered validated. If the supermajority isn’t in consensus, ”this implies that transaction volume was too high or network latency too great for the consensus process to produce consistent proposals,” then the consensus process is again attempted by the nodes. Each round of consensus reduces disagreement, until the supermajority is reached. The intended outcome of this process is that disputed transactions are discarded from proposals while widely accepted transactions are included.
Stellar Foundation advanced some doubts about Ripple protocol. Stellar is an open-source protocol for value exchange founded in early 2014.  Servers run a software implementation of the protocol, and use the Internet to connect to and communicate with other Stellar servers, forming a global value exchange network. Each server stores a record of all ”accounts” on the network. These records are stored in a database called the ”ledger”. Servers propose changes to the ledger by proposing ”transactions”, which move accounts from one state to another by spending the accounts balance or changing a property of the account. All of the servers come to agreement on which set of transactions to apply to the current ledger through a process called ”consensus”. The consensus process happens at a regular interval, typically every 2 to 4 seconds.
Non-proﬁt organizations and businesses are implementing Stellar as their ﬁnancial infrastructure, particularly in the developing world. Oradian, a cloud-based banking software company, also plans to use the Stellar network to connect microﬁnance institutions (MFIs) in Nigeria. In December 2016, more partnerships were announced, including in the Philippines, India and West Africa. In the month of October 2017, Stellar and IBM created a partnership to increase the speed of global payments. In 2018, Stellar announced their aﬃliation with Keybase to eliminate the need of extended cryptographic addresses for international transactions. At launch, Stellar was based on the Ripple protocol. After making several changes to critical consensus code, the Stellar network forked. In the aftermath, Stellar co-founder Joyce Kim claimed this was a ﬂaw in the Ripple protocol but this statement was challenged in a blog post by Ripple Labs CTO, Stefan Thomas. The Stellar Development Foundation then created an updated version of the protocol with a new consensus algorithm, based on entirely new code. The code and white paper for this new algorithm were released in April 2015, and the upgraded network went live in November 2015. In September 2017, Stellar has announced it will award partners in its new beneﬁts program up to $2 million USD worth (in XLM tokens) each to develop ”high-impact projects.” In October 2017, IBM and payments network KlickEx have announced Stellar as the backbone of its new ”cross-border payments solution.”
Blockchain 1.0, the first example of private blockchain: the R3 Consortium and Corda.
R3 (R3CEV LLC) is a distributed database technology company. It leads a consortium of more than 200 ﬁrms in research and development of distributed ledger usage in the ﬁnancial system and other areas of commerce. It is headquartered in New York City. It was founded in 2014 by David E Rutter. The consortium’s joint eﬀorts have created an open-source distributed ledger platform called Corda especially geared towards the ﬁnancial world as it handles more complex transactions and restricts access to transaction data. It has also attracted interest from other industries including insurance, healthcare, energy and governments. Although it is inspired by blockchain databases, and is expected to have many of the beneﬁts of blockchains, it is not a blockchain.
The aim of Corda is to provide a platform with common services to ensure that any services built on top are compatible between the network participants, whilst still fostering innovation and faster time to market as the underlying infrastructure would be accepted and understood by at least the founding ﬁrms. ”If we have one platform with lots of products on top, then we get something that’s more like the internet, where we still get innovation but we can still communicate with each other.”- David Rutter. The consortium started on September 15, 2015 with nine ﬁnancial companies: Barclays, BBVA, Commonwealth Bank of Australia, Credit Suisse, Goldman Sachs, J.P. Morgan, Royal Bank of Scotland, State Street, and UBS. Several other banks joined the Consortium (among them San Paolo Intesa).
In November 2016, Goldman Sachs, Santander and Morgan Stanley each withdrew from the consortium. On December 14, 2016, Credicorp becomes the ﬁrst Spanish-speaking Latin American member of R3. In September 2017, R3 sued Ripple for speciﬁc performance of an option agreement in which Ripple agreed to sell up to ﬁve billion XRPs for a price of $.0085. Ripple countersued, claiming that R3 reneged on a number of contractual promises, and was simply acting in a spirit of opportunism after the cryptocurrency soared more than 30 times over. A Delaware judge ruled in favour of Ripple, but the case will continue in California and New York In April 2017, JPMorgan Chase quit R3 to pursue its own blockchain strategy. On December 6 2017, Amazon Web Services (AWS) announced a partnership with R3 to allow the company’s Corda platform to become one of the ﬁrst ever distributed ledger technology solutions on the AWS. Corda allows users to deploy DApps onto the AWS platform and to create new apps directly. 
In December 2017, Korean banking giant Nonghyup (NH) Bank, which specializes in agricultural and commercial credit and banking services in South Korea, joined the R3 Blockchain consortium. In March 2018, Credit Suisse and ING completed the ﬁrst live securities lending transaction worth 25 million Euro using an application from HQLAx, a ﬁnancial technology ﬁrm, that was built on Corda. The decision of R3 to publicly proclaim that the Corda platform they have built is not a ”blockchain” garnered criticism on a number of media outlets and microblogging services in early 2017. The assertion of R3 is that they ”were never building [a] blockchain”, though they were clear to emphasize the fact that they have not abandoned the concept of blockchain altogether. Corda is described as a distributed ledger, which ”was never designed to be a traditional blockchain platform”
Blockchain 1.0:  a crypto-currency developed by a State. The case of the Petromoneda. 
The Petro, or Petromoneda, launched in February 2018, is a cryptocurrency developed by the government of Venezuela. Announced in December 2017, it is claimed to be backed by the country’s oil and mineral reserves, and it is intended to supplement Venezuela’s plummeting bolivar “fuerte” currency, purportedly as a means of circumventing U.S. sanctions and accessing international ﬁnancing .Venezuelan President Nicolas Maduro announced the Petro in a televised address on 3 December 2017, stating that it would be backed by Venezuela’s reserves of oil, gasoline, gold, and diamonds. Maduro stated that the Petro would allow Venezuela to ”advance in issues of monetary sovereignty”, and that it would make ”new forms of international ﬁnancing” available to the country. Opposition leaders, however, expressed doubt due to Venezuela’s economic turmoil, pointing to the falling value of the Venezuelan bolivar, its ﬁat currency, and $140 billion in foreign debt. On January 5, 2018, Maduro announced that Venezuela would issue 100 million tokens of the Petro which would put the value of the entire issuance at just over $6 billion. The Petro pre-sale started on Feb. 20 and ends at Mar. 19. The white paper of Petro initially stated that the currency would be on the Ethereum platform, though later on the launch date the white paper was changed and the platform was to be with NEM.
Blockchain 1.0: NEM a crypto-currency written in Java.
 NEM is a peer-to-peer cryptocurrency and blockchain platform launched on March 31, 2015. Written in Java, with a C++ version in the works, NEM has a stated goal of a wide distribution model and has introduced new features to blockchain technology such as its proof-of-importance (POI) algorithm, multi-signature accounts, encrypted messaging, and an Eigentrust++ reputation system of which we will speak about in the sequl. The NEM blockchain software is used in a commercial blockchain called Mijin, which is being tested by ﬁnancial institutions and private companies in Japan and internationally. On 26 January 2018, Japanese cryptocurrency exchange Coincheck, was the victim of a massive hack resulting in a loss of 523 million XEM coins, the native token of NEM, worth approximately $400 million. The hack only involved NEM, because the security breach was caused by the lack of strong security measures of Coincheck with regards to their implementation of NEM. The NEM development team refused to conduct a hard fork. Instead NEM is created an automated tagging system. This automated system followed the money and tagged any account that received tainted money. The result of these actions was that NEM stopped tracking the stolen coins approximately mid-March 2018, after concluding that enough data was provided to the law enforcement authorities. NEM employs an Eigentrust++ as a reputation system. NEM ensures the health of the blockchain by monitoring past behaviour of nodes within the network. In proof-of-work, the amount of work a node does is used as a measure for its ability to protect the network. But, thanks to Eigentrust++, in NEM it is the quality of work that is important. This adds to the NEM network’s ability to be run and maintained eﬃciently.
POI (Proof of importance) is the algorithm used in NEM to time stamp transactions. A NEM user’s importance is determined by how many coins they have and the number of transactions made to and from their wallet. POI uses a topology of the transaction graph, as well as a number of other relevant signals to achieve consensus. POI is diﬀerent from other initiatives which use a fee-sharing model that does not take into consideration one’s overall support of the network. In proof-of-stake systems a person needs to have large numbers of coins to form a block, but in NEM transactions volume and trust become factors. This was designed to encourage users of NEM to not simply hold XEM but instead actively carry out transactions Harvesting is the act of forming blocks. A harvester must have at least 10,000 vested XEM in his/her account and be running a booted and synchronized node. Once a block is formed by that harvester, a new block is added to the chain and all the fees collected from that block will be delivered to the harvester’s account. NEM also has a feature called delegated harvesting which allows people to request others to form blocks and process fees for them, but done in a safe and secure way so that a person’s funds are not ever locked up, and fees are always given directly to the person that activated delegated harvesting, not the person that was harvesting for them.
More about PetroMoneda
During the ICO,  Petros could only be purchased from the Venezuelan government with Russian rubles, Bitcoin, NEM and Ethereum. The minimum required investment to acquire the crypto-asset was 50 euros (or its equivalent) per digital wallet or 1000 euros (or its equivalent) per bank deposits. Venezuela legally allows and encourages the use of Petro for virtually any payment including oil trade, taxes, fees, real estate, gasoline, ﬂights and more. According to the white paper, national and international licensed exchanges will be able to sell and exchange the Petro, allowing the market to deﬁne its price. While there is no mechanism to exchange Petros for any other currency yet, the government is expected to back each Petro with the value of one oil barrel, in Bolivares or other currencies. The Venezuelan government hopes that this system will give the Petro a ”support price” (one oil barrel), but potentially a higher value, depending on the demand in the market. After the ICO , theoretically, the price of the Petro should  have been determined by two main factors: the Venezuelan oﬃcial oil price and its performance in the exchanges around the world. But till now, Petro was not decollating as new crypto-currency. On the other hand, it is difficult that foreign people will invest in a currency that can be spent only in a country so in economy difficulties like Venezuela.
Digital Money and FinTech
It is clear that Bitcoins and PetroMoneda can be considered real currencies. So it is not surprising at all that blockchain technology is widely used by the financial technology (FinTech) that is the new technology and innovation that aims to compete with traditional ﬁnancial methods in the delivery of ﬁnancial services. The use of smartphones for mobile banking, investing services and cryptocurrency are examples of technologies aiming to make ﬁnancial services more accessible to the general public. Financial technology companies consist of both startups and established ﬁnancial and technology companies trying to replace or enhance the usage of ﬁnancial services provided by existing ﬁnancial companies. Global investment in ﬁnancial technology increased more than 2,200% from $930 million in 2008 to more than $22 billion in 2015. The nascent ﬁnancial technology industry in London has seen rapid growth over the last few years, according to the oﬃce of the Mayor of London. Forty percent of the City of London’s workforce is employed in ﬁnancial and technology services. In Europe, $1.5 billion was invested in ﬁnancial technology companies in 2014, with London-based companies receiving $539 million, Amsterdam-based companies $306 million, and Stockholm-based companies receiving $266 million in investment.
After London, Stockholm is the second highest funded city in Europe in the past 10 years. Europe’s FinTech deals reached a ﬁve-quarter high, rising from 37 in Q4 2015 to 47 in Q1 2016 Lithuania is starting to become a northern European hub for ﬁnancial technology companies since the exit of Britain from the European Union. As per the statistics, Lithuania has issued 51 ﬁntech licenses since 2016 which includes 32 from the last year. In the Asia Paciﬁc region, the growth will see a new ﬁnancial technology hub to be opened in Sydney, in April 2015. According to KPMG, Sydney’s ﬁnancial services sector in 2017 creates 9 per cent of national GDP and is bigger than the ﬁnancial services sector in either Hong Kong or Singapore. A ﬁnancial technology innovation lab was launched in Hong Kong in 2015. In 2015, the Monetary Authority of Singapore launched an initiative named Fintech and Information Group to draw in start-ups from around the world. It pledged to spend $225 million in the ﬁntech sector over the next ﬁve years. In Italy, the new “Yellow-Green” Government has directed 100  Millions of Euro in projects concerning blockchains and applications also in Finance.
Digital currency (digital money or electronic money or electronic currency) is a type of currency available only in digital form, not in physical (such as banknotes and coins). It exhibits properties similar to physical currencies, but allows for instantaneous transactions and borderless transfer-of-ownership. Examples include virtual currencies and cryptocurrencies or even central bank issued ”digital base money”. Like traditional money, these currencies may be used to buy physical goods and services, but may also be restricted to certain communities such as for use inside an online game or social network. Digital money can either be centralized, where there is a central point of control over the money supply, or decentralized, where the control over the money supply can come from various sources. In 1983, a research paper by David Chaum introduced the idea of digital cash. In 1990, he founded DigiCash, an electronic cash company, in Amsterdam to commercialize the ideas in his research. It ﬁled for bankruptcy in 1998. In 1999, Chaum left the company. Origins of digital currencies date back to the 1990s Dot-com bubble. One of the ﬁrst was E-gold, founded in 1996 and backed by gold. Another known digital currency service was Liberty Reserve, founded in 2006; it let users convert dollars or euros to Liberty Reserve Dollars or Euros, and exchange them freely with one another at a 1% fee. Both services were centralized, reputed to be used for money laundering, and inevitably shut down by the U.S. government. Q coins or QQ coins, were used as a type of commodity-based digital currency on Tencent QQ’s messaging platform and emerged in early 2005. Q coins were so eﬀective in China that they were said to have had a destabilizing eﬀect on the Chinese Yuan currency due to speculation.
XV LESSON:
DIGITAL MONEY. SMART CONTRACTS. HYPERLDEGER. ETHEREUM
According to the European Central Bank’s 2015 ”Virtual currency schemes - a further analysis” report, virtual currency is a digital representation of value, not issued by a central bank, credit institution or e-money institution, which, in some circumstances, can be used as an alternative to money. In the previous report of October 2012, the virtual currency was deﬁned as a type of unregulated, digital money, which is issued and usually controlled by its developers, and used and accepted among the members of a speciﬁc virtual community. According to the Bank for International Settlements’ November 2015 ”Digital currencies” report, it is an asset represented in digital form and having some monetary characteristics. Digital currency can be denominated to a sovereign currency and issued by the issuer responsible to redeem digital money for cash. In that case, digital currency represents electronic money (e-money). Digital currency denominated in its own units of value or with decentralized or automatic issuance will be considered as a virtual currency.
Many of existing digital currencies have not yet seen widespread usage, and may not be easily used or exchanged. Banks generally do not accept or oﬀer services for them. There are concerns that cryptocurrencies are extremely risky due to their very high volatility and potential for pump and dump schemes. We recall that ”Pump and dump” (P&D) is a form of securities fraud that involves artiﬁcially inﬂating the price of an owned stock through false and misleading positive statements, in order to sell the cheaply purchased stock at a higher price. Once the operators of the scheme ”dump” sell their overvalued shares, the price falls and investors lose their money. This is most common with small cap cryptocurrencies and very small corporations, i.e. ”microcaps.”  Regulators in several countries have warned against their use and some have taken concrete regulatory measures to dissuade users. The non-cryptocurrencies are all centralized. As such, they may be shut down or seized by a government at any time. Instead more anonymous a currency is, the more attractive it is to criminals, regardless of the intentions of its creators. Forbes writer Tim Worstall has written that the value of bitcoin is largely derived from speculative trading. Bitcoin has also been criticised for its energy ineﬃcient SHA-256-based proof of work. But is the blockchain technology the only key technology necessary for the success of the digital money? Roberto Giori, representative of the new generation of GIORI name, synonymous with modern machine by printing money, now turns his attention to the future of the bill. A unique concept of digital currency, legal tender. To better represent its new technology innovation, Roberto Giori has chosen system solution holographic 3D Holocube, version 32” (HOLOCUBE is a fully integrated 3D projection platform. It uses the most advanced modern projection techniques. This enables product focussed as well as contextual 3D projections.), relying on hardware and software Italian company Touch Revolution. Mr. Giori found the event a great success. Through three-dimensional images, sharp and strong visual impact, Holocube conveyed the beneﬁts of the ”dematerialization” of the bill, metal and paper, in favour of digital (digital maps and mobile phones); an important step, already approved in some foreign countries (Canada and Denmark), that could revolutionise the payment system worldwide.
Blockchain 2.0 - Smart contract
When the blockchain technology was orienting toward the business, it was a ﬂourish of blockchains supporting smart contracts. A smart contract is a computer protocol intended to digitally facilitate, verify, or enforce the negotiation or performance of a contract. Smart contracts allow the performance of credible transactions without third parties. These transactions are trackable and irreversible. Smart contracts were ﬁrst proposed by Nick Szabo, who coined the term, in 1996 in ”Smart Contracts: Building Blocks for Digital Free Markets” published in Extropy. Proponents of smart contracts claim that many kinds of contractual clauses may be made partially or fully self-executing, self-enforcing, or both. The aim of smart contracts is to provide security that is superior to traditional contract law and to reduce other transaction costs associated with contracting.
Speciﬁcation through clear logic, and veriﬁcation or enforcement through cryptographic protocols and other digital security mechanisms, might constitute a sharp improvement over traditional contract law, even for some traditional kinds of contractual clauses that could be brought under the dominion of computer protocols. Nowadays, ”smart contract” is mostly used more speciﬁcally in the sense of general purpose computation that takes place on a blockchain or distributed ledger. In this interpretation, used for example by the Ethereum Foundation or IBM, a smart contract is not necessarily related to the classical concept of a contract, but can be any kind of computer program. Szabo proposes that smart contract infrastructure can be implemented by replicated asset registries and contract execution using cryptographic hash chains and Byzantine fault tolerant replication. Askemos implemented this approach in 2002 using Scheme (later adding SQLite) as contract script language. The possible advantages of a smart contract over its equivalent conventional ﬁnancial instrument include minimizing counterparty risk, reducing settlement times, and increased transparency. As of 2015, UBS was experimenting with ”smart bonds” that use the bitcoin blockchain in which payment streams could hypothetically be fully automated, creating a self-paying instrument.
A blockchain-based smart contract is visible to all users of said blockchain. However, this leads to a situation where bugs, including security holes, are visible to all yet may not be quickly ﬁxed. Such an attack, diﬃcult to ﬁx quickly, was successfully executed on draining US$50 million in Ether while developers attempted to come to a solution that would gain consensus.  Hard fork of the Ethereum software was done to claw back the funds from the attacker before the time limit expired. Actually issues in Ethereum smart contracts in particular include ambiguities and easy-but-insecure constructs in its contract language Solidity, compiler bugs, Ethereum Virtual Machine bugs, attacks on the blockchain network, the immutability of bugs and that there is no central source documenting known vulnerabilities, attacks and problematic constructs
Blockchain 2.0 - Hypeledger project
Hyperledger (or the Hyperledger project) is an umbrella project of open source blockchains and related tools, started in December 2015 by the Linux Foundation, to support the collaborative development of blockchain-based distributed ledgers. In 2015, the Linux Foundation announced the creation of the Hyperledger Project. The founding members of the project were announced in February 2016 and ten further members and the makeup of the governing board were announced March 29. The objective of the project is to advance cross-industry collaboration by developing blockchains and distributed ledgers, with a particular focus on improving the performance and reliability of these systems (as compared to comparable cryptocurrency designs) so that they are capable of supporting global business transactions by major technological, ﬁnancial and supply chain companies. The project will integrate independent open protocols and standards by means of a framework for use-speciﬁc modules, including blockchains with their own consensus and storage routines, as well as services for identity, access control and smart contracts. In early 2016, the project began accepting proposals for incubation of codebases and other technologies as core elements. One of the ﬁrst proposals was for a codebase combining previous work by Digital Asset, Blockstream’s libconsensus and IBM’s OpenBlockchain. This was later named Fabric . In May, Intel’s distributed ledger named Sawtooth, was incubated. Early on there was some confusion that Hyperledger would develop its own bitcoin-type cryptocurrency, but this never occurred.
On 12 July 2017 the project announced its production-ready Hyperledger Fabric 1.0 and it started to gain popularity in the Initial coin oﬀering market. In August 2017, Oracle joined the Hyperledger consortium and announced its Blockchain Cloud Service oﬀering. In July 2017, London Stock Exchange Group in a partnership with IBM announced that it will create a Blockchain platform designed for digitally issuing shares of Italian companies. Hyperledger Fabric will form the basis of the platform. In September 2017 The Royal Bank of Canada (RBC) have started using Hyperledger for its US - Canada interbank settlements. Hyperledger Fabric is a permissioned blockchain infrastructure, originally contributed by IBM and Digital Asset, providing a modular architecture with a delineation of roles between the nodes in the infrastructure, execution of Smart Contracts (called ”chaincode” in Fabric) and conﬁgurable consensus and membership services. A Fabric Network comprises ”Peer nodes”, which execute chaincode, access ledger data, endorse transactions and interface with applications. ”Orderer nodes” which ensure the consistency of the blockchain and deliver the endorsed transactions to the peers of the network, and MSP services, generally implemented as a Certiﬁcate Authority, which are used to authenticate member identity and roles.
Fabric is primarily aimed at integration projects, in which a Distributed Ledger Technology (DLT) is required, oﬀering no user facing services other than an SDK for Node.js, Java and Go (Golang). Fabric supports chaincode in Go (Golang) and JavaScript (via Hyperledger Composer, or natively since v1.1) out-of-the-box, and other languages such as Java by installing appropriate modules. It is therefore potentially more ﬂexible than competitors that only support a closed Smart Contract language. Contributed by Intel, Sawtooth utilises a novel consensus mechanism known as ”Proof of Elapsed Time,” a lottery-design consensus protocol that builds on trusted execution environments provided by Intel’s Software Guard Extensions (SGX). An eﬀort is underway to mount the Hyperledger Burrow EVM application engine as a Sawtooth transaction processor.
Blockchain 2.0 -Ethereum: the father of all the smart contracts.
Ethereum is an open-source, public, blockchain-based distributed computing platform and operating system featuring smart contract (scripting) functionality. It supports a modiﬁed version of Nakamoto consensus via transaction based state transitions. Ether is a cryptocurrency whose blockchain is generated by the Ethereum platform. Ether can be transferred between accounts and used to compensate participant mining nodes for computations performed. Ethereum provides a decentralized Turing-complete virtual machine, the Ethereum Virtual Machine (EVM), which can execute scripts using an international network of public nodes. ”Gas”, an internal transaction pricing mechanism, is used to mitigate spam and allocate resources on the network. Ethereum was proposed in late 2013 by Vitalik Buterin, a cryptocurrency researcher and programmer. Development was funded by an online crowdsale that took place between July and August 2014. The system went live on 30 July 2015, with 11.9 million coins collected in the crowdsale. This accounts for about 13 percent of the total circulating supply. In 2016, as a result of the collapse of “The DAO” project, Ethereum was split into two separate blockchains the new separate version became Ethereum (ETH), and the original continued as Ethereum Classic (ETC). 
Vitalik Buterin picked the name Ethereum after browsing Wikipedia articles about elements and science ﬁction, when he found the name, noting, “I immediately realized that I liked it better than all of the other alternatives that I had seen; I suppose it was the fact that sounded nice and it had the word ’ether’, referring to the hypothetical invisible medium that permeates the universe and allows light to travel”. Buterin argued that Bitcoin needed a different language for application development especially considering the applications concerning smart contracts. Failing to gain agreement, he proposed development of a new platform with a more general scripting language. Formal development of the Ethereum software project began in early 2014 through a Swiss company, Ethereum Switzerland GmbH (EthSuisse). Subsequently, a Swiss non-proﬁt foundation, the Ethereum Foundation (Stiftung Ethereum), was created as well. Development was funded by an online public crowdsale during July-August 2014, with the participants buying the Ethereum value token (ether) with another digital currency, bitcoin. While there was early praise for the technical innovations of Ethereum, questions were also raised about its security and scalability. Several codenamed prototypes of the Ethereum platform were developed by the Foundation, as part of their Proof-of-Concept series, prior to the oﬃcial launch of the Frontier network. ”Olympic” was the last of these prototypes, and public beta pre-release.
”Homestead” was the ﬁrst to be considered stable. It includes improvements to transaction processing, gas pricing, and security. Since the initial launch, Ethereum has undergone several planned protocol upgrades, which are important changes aﬀecting the underlying functionality and/or incentive structures of the platform. ”Metropolis Part 1: Byzantium” was launched on October 16, 2017, and included changes to reduce the complexity of the EVM and provide more ﬂexibility for smart contract developers. There is at least another protocol upgrade planned in the future: ”Metropolis Part 2: Constantinople” . In 2016 a decentralized autonomous organization called The DAO, a set of smart contracts developed on the platform, raised a record US$150 million in a crowdsale to fund the project. The DAO was exploited in June when US$50 million in ether were claimed by an anonymous entity. The event sparked a debate in the crypto-community about whether Ethereum should perform a contentious ”hard fork” to reappropriate the aﬀected funds. As a result of the dispute, the network split in two. Ethereum continued on the forked blockchain, while Ethereum Classic continued on the original blockchain. The hard fork created a rivalry between the two networks. After the hard fork related to The DAO, Ethereum subsequently forked twice in the fourth quarter of 2016 to deal with other attacks. By the end of November 2016, Ethereum had increased its DDoS protection and thwarted further spam attacks by hackers.
In March 2017, various blockchain start-ups, research groups, and Fortune 500 companies announced the creation of the Enterprise Ethereum Alliance with 30 founding members. By May, the non-proﬁt organization had 116 enterprise members including ConsenSys, CME Group, Cornell University’s research group, Toyota Research Institute, Samsung SDS, Microsoft, Intel, J. P. Morgan, Cooley LLP, Merck KGaA, DTCC, Deloitte, Accenture, Banco Santander, BNY Mellon, ING, and National Bank of Canada. By July 2017, there were over 150 members in the alliance, including recent additions MasterCard, Cisco Systems, and Scotiabank. Ether is a fundamental cryptocurrency for operation of Ethereum, which thereby provides a public distributed ledger for transactions. It is used to pay for gas, a unit of computation used in transactions and other state transitions. Making a mistake, this currency is also referred to as Ethereum. It is listed under the code ETH and traded on cryptocurrency exchanges, and the Greek uppercase Xi character Ξ is generally used for its currency symbol. It is also used to pay for transaction fees and computational services on the Ethereum network.

As with other cryptocurrencies, the validity of each ether is provided by a blockchain, which is a continuously growing list of records, called blocks, which are linked and secured using cryptography. By design, the blockchain is inherently resistant to modiﬁcation of the data. It is an open, distributed ledger that records transactions between two parties eﬃciently and in a veriﬁable and permanent way. Unlike Bitcoin, Ethereum operates using accounts and balances in a manner called state transitions. This does not rely upon unspent transaction outputs. State denotes the current balances of all accounts and extra data. State is not stored on the blockchain, it is stored in a separate Merkle tree. In cryptography and computer science, a hash tree or Merkle tree is a tree in which every leaf node is labelled with the hash of a data block and every non-leaf node is labelled with the cryptographic hash of the labels of its child nodes. Hash trees allow eﬃcient and secure veriﬁcation of the contents of large data structures. Hash trees are a generalization of hash lists and hash chains. Demonstrating that a leaf node is a part of a given binary hash tree requires computing a number of hashes proportional to the logarithm of the number of leaf nodes of the tree; this contrasts with hash lists, where the number is proportional to the number of leaf nodes itself. The concept of hash trees is named after Ralph Merkle who patented it in 1979
XVI LESSON:
ETHEREUM.
A cryptocurrency wallet stores the public and private ”keys” or ”addresses” which can be used to receive or spend Ether. These can be generated through BIP 39 style mnemonics for a BIP 32 ”HD Wallet”. In Ethereum, with the private key, it is possible to write in the blockchain, eﬀectively making an ether transaction. To send ether to an account, you need the public key of that account. Ether accounts are pseudonymous in that they are not linked to individual persons, but rather to one or more speciﬁc addresses. Owners can store these addresses in software, on paper and possibly in memory (”brain wallet”). Ethereum addresses are composed of the preﬁx ”0x”, a common identiﬁer for hexadecimal, concatenated with the rightmost 20 bytes of the Keccak-256 hash (big endian) of the ECDSA public key. In hexadecimal, 2 digits represents a byte, meaning addresses contain 40 hexadecimal digits. One possible example is the following Ethereum address 0xb794F5eA0ba39494cE839613ﬀfBA74279579268,
Ether is diﬀerent from Bitcoin in several aspects: Its block time is 14 to 15 seconds, compared with 10 minutes for bitcoin. Mining of ether generates new coins at a usually consistent rate, occasionally changing during hard forks, while for bitcoin the rate halves every 4 years. For proof-of-work, it uses the Ethash algorithm which reduces the advantage of specialized ASICs (as already described  in the first part ASIC is an integrated circuit (IC) customized for a particular use) in mining. Transaction fees diﬀer by computational complexity, bandwidth use and storage needs (in a system known as gas), while bitcoin transactions compete by means of transaction size, in bytes. Ethereum gas units each have a price that can be speciﬁed in a transaction. This is typically measured in Gwei. Bitcoin transactions usually have fees speciﬁed in satoshis per byte. Transaction fees are generally considerably lower for ether than for Bitcoin. In December 2017, the median transaction fee for ether corresponded to $0.33, while for bitcoin it corresponded to $23. Ethereum uses an account system where values are debited from accounts and credited to another, as opposed to Bitcoin system, which is more analogous to spending cash and receiving change in return. Both systems have their pros and cons; in terms of storage space, complexity, and security/anonymity. There is no currently implemented hard cap on the total supply of ETH, but it is expected to end at a certain point, and become deﬂationary. The total supply of ether was Ξ98 million as of January 2018. In 2017, mining generated 9.2 million new ether, corresponding to a 10% increase in its total supply.
The Ethereum Virtual Machine (EVM) is the runtime environment for smart contracts in Ethereum. It is a 256-bit register stack, designed to run the same code exactly as intended. It is the fundamental consensus mechanism for Ethereum. The formal deﬁnition of the EVM is speciﬁed in the Ethereum Yellow Paper. It is sandboxed ( a sandbox is a security mechanism for separating running programs, usually in an eﬀort to mitigate system failures or software vulnerabilities from spreading) and also completely isolated from the network, ﬁlesystem or other processes of the host computer system. Every Ethereum node in the network runs an EVM implementation and executes the same instructions. In February 1, 2018, there were 27,500 nodes in the main Ethereum network. Ethereum Virtual Machines have been implemented in C++, Go, Haskell, Java, JavaScript, Python, Ruby, Rust, and WebAssembly.

Ethereum’s smart contracts are based on diﬀerent computer languages, which developers use to program their own functionalities. Smart contracts are high-level programming abstractions that are compiled down to EVM bytecode and deployed to the Ethereum blockchain for execution. They can be written in Solidity (a language library with similarities to C and JavaScript), Serpent (similar to Python, but deprecated), LLL (a low-level Lisp-like language), and Mutan (Go-based, but deprecated). There is also a research-oriented language called Viper (a strongly-typed Python-derived decidable language). Smart contracts can be public, which opens up the possibility to prove functionality, e.g. self-contained provably fair contracts. One issue related to using smart contracts on a public blockchain is that bugs, including security holes, are visible to all but cannot be ﬁxed quickly. One example of this is the 17 June 2016 attack on The DAO, which could not be quickly stopped or reversed. There is ongoing research on how to use formal veriﬁcation to express and prove non-trivial properties. A Microsoft Research report noted that writing solid smart contracts can be extremely diﬃcult in practice, using The DAO hack to illustrate this problem. The report discussed tools that Microsoft had developed for verifying contracts, and noted that a large-scale analysis of published contracts is likely to uncover widespread vulnerabilities.

Ethereum blockchain applications are usually referred to as DApps (decentralized application), since they are based on the decentralized Ethereum Virtual Machine, and its smart contracts. Many uses have been proposed for Ethereum platform, including ones that are impossible or unfeasible. Use case proposals have included ﬁnance, the internet-of-things, farm-to-table produce, electricity sourcing and pricing, and sports betting. Ethereum is (as of 2017) the leading blockchain platform for initial coin oﬀering projects. There are more than 400 live Apps, with hundreds more under development. Digital signatures that ensure authenticity and proof of existence of documents: the Luxembourg Stock Exchange has developed such a system Slock.It is developing smart locks Digital tokens pegged to ﬁat currencies: Dai, stablecoin pegged to US dollar. Decentralized Capital Spanish bank Santander is also involved in such a project. Digital tokens pegged to gold: Digix Improved digital rights management for music: Imogen Heap used the technology Platforms for prediction of financial markets: Augur, Gnosis, Stox Platforms for crowdfunding: the DAO Social media platforms with economic incentives: Backfeed, Akasha Decentralized marketplaces: FreeMyVunk, TransActive GridRemittance: Everex Online gambling: CoinPoker, Etheroll Electric car charging management: RWE Secure identity systems for the Internet: uPort Labour economics: Blocklancer, Ethlance Financial exchanges: EverMarkets Exchange, a ’hybrid decentralized’ exchange for trading global futures contracts. 
Video games: CryptoKitties’ popularity in December 2017 caused the Ethereum network to slow down. CryptoKitties is a blockchain based virtual game developed by Axiom Zen that allows players to purchase, collect, breed and sell various types of virtual cats. It represents one of the earliest attempts to deploy blockchain technology for recreational and leisurely purposes. The game’s popularity in December 2017 congested the Ethereum network, causing for it to reach an all-time high in transactions and slow down signiﬁcantly. CryptoKitties is not a cryptocurrency. Instead it operates on Ethereum’s underlying blockchain network, as a nonfungible token (NFT) unique to each CryptoKitty. Each CryptoKitty is unique and owned by the user, validated through the blockchain, and its value can appreciate or depreciate based on the market. CryptoKitties cannot be replicated and cannot be transferred without the user’s permission even by the game developers. Users can interact with their CryptoKitties, having the ability to buy, sell, and sire (breed) them. A test version of CryptoKitties was unveiled at ETH Waterloo on October 19, 2017, the largest Ethereum hackathon in the world.
Ethereum-based customized software and networks, independent from the public Ethereum chain, are being tested by enterprise software companies. Interested parties include Microsoft, IBM, JPMorgan Chase, Deloitte, R3, Innovate UK (cross-border payments prototype). Barclays, UBS and Credit Suisse are experimenting with Ethereum blockchain to automate Markets in Financial Instruments Directive (MiFID) II requirements. Ethereum-based permissioned blockchain variants are used and being investigated for various projects. J. P. Morgan Chase is developing a permissioned-variant of Ethereum blockchain dubbed ”Quorum” It’s designed to toe the line between private and public in the realm of shuﬄing derivatives and payments. The idea is to satisfy regulators who need seamless access to ﬁnancial goings-on, while protecting the privacy of parties that don’t wish to reveal their identities nor the details of their transactions to the general public. Royal Bank of Scotland has announced that it has built a Clearing and Settlement Mechanism (CSM) based on the Ethereum distributed ledger and smart contract platform. In Ethereum all smart contracts are stored publicly on every node of the blockchain, which has costs. Being a blockchain means it is secure by design and is an example of a distributed computing system with high Byzantine fault tolerance. The downside is that performance issues arise in that every node is calculating all the smart contracts in real time, resulting in lower speeds As of January 2016, the Ethereum protocol could process 25 transactions per second. On 19 December 2016, Ethereum exceeded one million transactions in a single day for the ﬁrst time.
Buterin and Joseph Poon (a co-author of Bitcoin’s lightning network whitepaper) announced in 2017 their plan to launch a scaling solution called Plasma which creates ”child” blockchains to the ”main” parent blockchain (but we speaks widely f that in the lesson devoted to sidechians). The plasma project has skeptics; speciﬁcally, Vlad Zamﬁr (Ethereum’s lead researcher on proof of stake) has publicly questioned the plasma project’s viability. Ethereum engineers have been working on sharding the calculations, and the next step (called Ethereum 2) was presented at Devcon 3. An important feature in the Ethereum world are the oracles. In the context of blockchains, an oracle is an agent that ﬁnds and veriﬁes real-world occurrences and submits this information to the blockchain to be used by smart contracts. The data could be the price of a currency, the weather at a given location, the result of a sport event or an election. There are diﬀerent types of oracles that can be implemented and used depending on the needs. Software oracles handle information available online on the internet. An example could be the temperature, prices of commodities and goods, ﬂight or train delays, etc. The data originates from online sources, like APIs, websites. The software oracle extracts the needed information and pushes it into the smart contract.  Actually,  some smart contracts need information directly from the physical world, for example, a product is scanned using a barcode reader and the information is sent to the smart contract. Another use case is RFID sensors in the supply chain industry that could help the blockchain tracks the supply. The oracle could just provide the result of an action happening in the real world or could be here to resolve a dispute as an expert in a contract where parties are don’t agree on something.
The oracles can either bring data inside the blockchain or inform an actor outside of the blockchain about an event: Inbound Oracles These provide the smart contract with data from the external world. Example use case will be an automatic buy order if the USD hits a certain price. Outbound Oracles These provide smart contracts with the ability to send data to the outside world. An example would be a smart lock in the physical world which receives a payment on its blockchain address and will unlock automatically. To implement a simple Oracle pattern we could write a simple smart contract for a ﬂight delay insurance. In this smart contract, they will be three actors: The insurer, the client and an thrusted oracle that will tell if the ﬂight was late or not and transfer all the bounty to the insurer or the client depending on the result. The smart contract will work in 3 steps: The insurer create the contract and lock 10 time the price of the cost of the insurance in the smart contract. The client pay the price of the insurance and the money of the client and the insurer are locked. The oracle tells if the ﬂight was delayed or not. If the ﬂight was late the client receive his deposit and the money from the insurer, if the ﬂight was on time the insurer get refunded his guarantee and get the fee paid by the client. There is lot of room for improvement in this basic contract, for example one could also imagine that the oracle get a fee for rewarding his service. It is clear that this can reduce the security of the network. The Oracles need to have the same robustness of the blockchain. 
XVII LESSON:
TRON, NEO AND IOTA. 
Blockchain 2.0 -Tron
Tron is a blockchain-based, decentralized protocol project that aims to be a content distribution platform for the digital entertainment industry. As of April 2018, the public chain test network is online; the main network is not yet live. It was founded in September 2017. The TRON landing page describes the aim of the protocol as the construction of a global and free entertainment content ecosystem, in which creators have the power to freely publish, store, and own their content, interacting directly with consumers thanks to the decentralized issuance, circulation, and trading of digital assets. Tron ran an ICO campaign in September 2017 that managed to raise $70 million. The platform’s native token is the Tronix (TRX). The coin has been trading since September 2017 and reached its highest market price at $0.30 on January 5th 2018. Its maximum market cap was $19.7 billion on January 5th 2018.  Tron is designed to ultimately make entertainment content both easier to sell and cheaper to consume. In theory this goal is achieved by putting the content on a blockchain and the creators and consumers in a network of peers, eliminating the middleman. TRON network has built a set of consensus mechanisms, which can use minimum cost to solve identiﬁcation and personal credit issues in online transactions. It also uses point-to-point transactions to avoid traditional centralized settlement structure. TRON network can play the host role between users and developers, to ensure authenticity and compliance of info credit.
As explained in their website, the Tron Protocol oﬀers ”scalable, high-availability and high-throughput support that underlies all the decentralized applications in the TRON ecosystem”. The network incentivizes users to build their own decentralized entertainment applications (Dapps) The Tron network’s native token is the Tronix (TRX). One can purchase Tronix on exchanges like Liqui and Binance by exchanging them for other cryptocurrencies like ETH or BTC. Purchase with ﬁat currencies is not possible at present. It can be stored on wallets that support the Ethereum blockchain like MyEtherWallet. Tronix can be used by content consumers to pay for the content they want to access on the Tron network. These coins would then go to the content producers’ accounts, where they can be exchanged to other cryptocurrencies, or used to pay for blockchain services. In February 2018, TRX was ranked 15th on the list of largest cryptocurrencies by market capitalization. Peculiar characteristic concerns the data release. Actually  free and uncontrolled content, including characters, images, audio and video, can be uploaded, saved and distributed. The provision of content: digital assets to get through the delivery and distribution of content cost to stimulate the creation of environmental content. Another peculiar characteristic is the “personal” ICO: a person can freely distribute digital assets in the form of ICO, while others can enjoy the beneﬁts and services caused by continuous data development by buying digital assets. The last characteristic concerns  infrastructure: with distributed digital assets will be equipped with a full set of decentralized infrastructures, including distributed exchange, oﬄine games, prediction and game system.

The Tron road map is divided into six stages, each with its own name. The outcome of the ﬁrst step is considering the release of the data. At this point, the project provides users with a reliable and completely free platform that they can use to publish, store, or distribute data. It is designed to help users distribute and store data for distributed and peer-to-peer content. The second stage, Odysseus, is dedicated to the expansion of rights to content. At this stage, the economic mechanism will become competitive due to the environmental content, empowerment, blocking technology and economic incentives. Users will get a fair return on the content they create and distribute, encouraging them to distribute the system. The third stage (Great Voyage) , a personal ICO, looks at how TRON solves major problems such as dividend payments, supporter management, and income measurement. It also helps to turn into ”fan Finance” from” fan economy”. Stage four, Apollo, focuses on the free movement of value, allowing each content producer in TRON to create their own tokens. To make this possible, the project must create a decentralized trading platform, which also enhances the economic viability of the system.
Next-the ﬁfth stage, Star Trek, monetizing traﬃc.  In  2014 the global gaming market was more than $ 450 billion, so the project hopes to take advantage of these ﬁgures, creating a decentralized platform of online games. With the help of TRON, the developers are free to create these online gaming platform that allows you to predict the market functions and is fully stand-alone game. Finally, stage 6 (Eternity) transforms traﬃc by oﬀering an online gaming platform. Developers will be able to freely create their own gaming platforms through TRON. With the help of the project, they can easily manage their game, allowing regular people to invest in games that they are interested in, and talk about the future of the gaming market. The digital entertainment market is estimated at about 1 trillion U.S. dollars, of which most part is occupied with online games like casino. The TRON platform can be compared in terms of volumes with such a company as Ali Baba, which is a world leader in the ﬁeld of Internet Commerce. Since most of the TRON investors are from China, there is no doubt that this platform will get a lot of popularity there. 
The white paper for TRON appeared in English, Spanish and Russian translations in early January 2018. The document stated as foundational beliefs that the internet is not the free, decentralized territory it used to be, and that users should have a right to own and control their own data and to disclose information freely and voluntarily. The whitepaper was widely accused of plagiarizing Filecoin and IFPS whitepapers. Vitalik Buterin, creator of Ethereum, pointed out the whitepaper’s plagiarism on Twitter on April 6th 2018. Justin Sun attributed the lack of citation to translation issues, saying ”Our original version of the whitepaper is in Chinese and we have a very detailed reference to the latest Chinese version. The English, Korea, Japanese and Spanish versions are translated by the volunteers. The translation missed numerous important details not just references”
Blockchain 3.0 – Neo. The Chinese answer to blockchain technology
NEO is a blockchain platform and cryptocurrency designed to build a scalable network of decentralized applications. The base asset of the NEO blockchain is the non-divisible NEO token which generates GAS tokens that can be used to pay for transaction fees generated by applications on the network. NEO supports a wide variety of commonly used programming languages such as Javascript and C++ by using a customized version of Docker called neoVM that compiles the code into a secure executable environment. The NEO project was originally launched in 2014 as AntShares with development resources provided by founder Da Hongfei through his development company Onchain. NEO rebranded from Antshares to NEO in June of 2017. In March 2018, parent company Onchain distributed 1 ontology (ONT) token for every 5 NEO held in a user’s wallet which will be used to vote on system upgrades, identity veriﬁcation, and other governance issues on the NEO platform.
A total of 100 million NEO were created in the Genesis Block. 50 million NEO were sold to early investors, with the remaining 50 million NEO locked into a smart contract. Each year, 15 million NEO tokens are unlocked which can be used by the NEO development team to fund long term development goals. NEO tokens generate a slowly deﬂationary amount of GAS tokens which are used to pay for transactions on the network. The inﬂation rate of GAS is controlled with a decaying half-life algorithm that will release 100 million GAS over approximately 22 years. NEO uses a delegated Byzantine Fault Tolerance (dBFT) consensus mechanism and can support up to 10,000 transactions per second.  To achieve consensus, book keeping nodes are randomly selected to validate transactions on the network based overlapping networks of trust in a manner most similar to Hyperledger Fabric and Stellar which employ subtlety diﬀerent implementations to solve for the Byzantine General’s problem. Systems employing dBFT for consensus cannot hard fork into two separate chains as the mechanism relies on 2/3 majority rule to operate.
NEO smart contracts support many common programming languages via the neoVM compiler, including those on Microsoft.net, Java, Kotlin, Go and Python. Isolation of smart contract code inside of the neoVM is crucial for network security and scalability. NeoVM features a lighter weight implementation of Docker which reduces requirements on system resources by avoiding the need to replicate an entire virtual environment. The Chinese blockchain is, on paper, the most successful Asian cryptocurrency project to date. Its listed on most major exchanges, boasts high trading volume, hosts numerous ICOs and has smart contract functionality. Not everyone is impressed though. Critics have called NEO a centralized, expensive, and unusable disaster. So which interpretation is true? NEO founder Da Hongfei is a man of few words. Despite having a Twitter following of 40,000, he’s tweeted just 71 times, averaging one message a month. On February 28, the CEO broke his silence to declare his satisfaction at having the ﬁrst blockchain to be given an A-class rating by Weiss (it is the ﬁrst rating agency for cryptocurrencies) . The ratings agency has previously come in for criticism for awarding no cryptocurrencies an A and bitcoin a C.
In a blog post, Weiss answered  “I kind of expect it when we give a disappointing grade to a coin they love. Like Bitcoin’s C+, for example. But it seems the fury can be equally intense when we give a good grade to a coin they hate. In fact, that’s what we just saw happen this weekend with another explosion of buzz on the Internet about the Weiss Cryptocurrency Ratings. This time all about NEO”. If Weiss Ratings had  previously awarded bitcoin and other blockchains an A, its decision to follow suit with NEO would have provoked little attention. But it didn’t. And so it has. Granting NEO an A conﬁrms, in the eyes of critics, that Weiss a company with no background in cryptocurrency doesn’t understand the industry it is judging. What sort of skewed ratings system places one of the worlds most centralized cryptocurrencies leagues ahead of one of the most decentralized (bitcoin)?
Weiss Ratings make for an interesting talking point but they have little basis in reality. For those in the know analysts with a proper grounding in cryptocurrency NEO is a project that raises major red ﬂags which no decorative award can mitigate. In general, Chinese cryptocurrency projects are more heavily centralized than those from the west, and NEO appears to be particularly guilty of this. This may change as more nodes are rolled out, but for now at least, NEO holds the keys to the castle. One of the projects more vocal critics is Store of Value blog, whose author has described NEO as ”A Multi-Billion Dollar Disaster”. In a a post named The Story Behind the Worst ICO of 2018 outlines the problems: developer issues with getting smart contracts to work coupled with high deployment costs running into tens of thousands of dollars. Tt would cost too much to create a smart contract. The other major issue aﬀecting NEO is that its main use, at present, is as a springboard for ICOs. These projects need to prove themselves by adding real value and usability to the NEO ecosystem. If they can achieve that, and foster an interconnected framework of dapps, DEXes, protocols and oﬀ-chain solutions, NEO will prosper. If these projects fail to make an impact, however, or are constrained by issues aﬀecting the blockchain, the entire ecosystem is at risk of failure. Every blockchain has its technical problems to solve, and there is no reason why NEO can’t overcome its teething troubles and alleviate over-centralization concerns given time. Communication is not one of the team’s strong points, however, and while NEO muddles on in silence, the dissenting voices are getting louder.
Blockchain 3.0 – Iota, the German blockchain
IOTA is an open source cryptocurrency founded in 2015 by Anders Soensteboe and Serguei Popov. It has been classiﬁed as an altcoin (and even mothercoin by some industry analysts) due to its technical design and core mechanisms. It runs on a system called ”The Tangle”, a form of directed acyclic graph (DAG) applied to a distributed ledger protocol. IOTA allows for free transactions on a decentralized network without the need for miners, blocks and chains. IOTA therefore signiﬁcantly diverges from bitcoin and other blockchain based cryptocurrencies. More technical details are laid out in the founders’ white paper. The name itself is a literary synecdoche based on the term ”internet of things”. It applies to an envisioned future where small ”things” communicate with each other, with the transfer of monetary value and information in a seamless manner. For example, an envisioned scenario would be an electric car entering a charging station. The method of payment would be IOTA, based on a protocol that is mutually intelligible by both parties.

This technology makes IOTA cryptocurrency inﬁnitely scalable and removes the need for transaction costs, thus it was the ﬁrst cryptocurrency without fees. In circulation there are 2.779.530.283.277.761 IOTA all already distributed for which the unit of measurement recurring to refer to the IOTA cryptocurrency is the MIOTA that is a million Iota. The IOTA project is currently working with Ubuntu / Canonical, Innogy, Microsoft, Cisco, Foxconn, Bosch and other companies. The IOTA Foundation is developing models for the telecommunications market, with Microsoft working on the Azure platform and with Cisco, Foxconn and Bosch co-founded the Trusted IoT Alliance. Generally the very concept of cryptocurrency implies the decentralization of the same. However, behind many coins including the main Bitcoin, Ethereum and Litecoin, there are user pools called ”miner” that have the task of undermining new units and approving transactions of the respective cryptocurrencies.
This leads to a centralization of currency control in contradiction to the principle of electronic money. With the IOTA project, these problems are obviated, in fact, the ﬁgure of the miner is lost, as all the units have been released in the initial supply. Moreover IOTA is really a decentralized currency, in fact to make every transaction, it is necessary to validate another two through the software that you access to your private wallet, so technically all users are themselves miners who perform operations similar to mining each sometimes requiring new transactions. The IOTA Foundation was registered in Germany as a non-proﬁt corporation that coordinates and ﬁnances the developments of the IOTA project. Starting in November 2017, the Foundation has allocated $ 100 million to promote the project. Using IOTA, for the ﬁrst time ever, people and machines can transfer money and/or data without any transaction fees in a trustless, permissionless, and decentralized environment. This means that even nano-payments are possible without the need for a trusted intermediary of any kind. The ultimate goal for the IOTA project is it to achieve mainstream adoption of the IOTA protocol, and establish IOTA as the main currency for machines. As such, being headquartered and regulated in an environment which enables and further accelerates this adoption is of utmost importance.
The products is clearly “German”. Germany oﬀers the right environment for the IOTA Foundation for multiple reasons: Regulations. Germany is one of the most highly regulated countries, and is largely taking the lead for establishing regulations of digital ledger technologies on both national and EU-wide levels. This gives the IOTA Foundation a unique opportunity to work closely with regulators to help shape smart and eﬀective policies and quickly adopt them. Business. Many of the largest industrial, automotive and retail companies are head-quartered in Germany giving the IOTA Foundation the opportunity to work closely with them to integrate the IOTA core protocol into their businesses and invite them to participate in the IOTA Foundation and Ecosystem. Growth. A thriving start-up ecosystem, especially in Berlin and Munich. Germany is also one of the countries which has pioneered the concept behind cooperatives. Many large German corporations are owned by non-proﬁt foundations, and as such have a radically diﬀerent mindset that is not driven by pure proﬁts, but by the greater good for society.
IOTA is simply an open-source protocol which enables trustless and decentralized transaction settlement and secure data transfer, and will serve as the foundational protocol for the future machine economy and IoT industry. You can think of it like the open-source Hyper-Text Transfer Protocol (HTTP) which enables distributed, collaborative, and hypermedia information systems and serves as the foundational protocol for the World Wide Web. No organization owns these open-source protocols because they cannot be owned. A protocol is simply a shared language - a commonly agreed upon set of rules to share information, and in the case of IOTA, also value. They are public knowledge and there is no proﬁt-model behind them. The IOTA Foundation was mandated to further develop the open-source IOTA protocol, bring the protocol to production-readiness and enable a pathway for its full-scale adoption. The initial funding for the non-proﬁt IOTA Foundation came from the IOTA community in the form of IOTA token donations.
It is worth noting that these initial IOTA token donations still constitute a signiﬁcant portion of the Foundation’s assets. Because the IOTA total token supply will forever remain ﬁxed, basic economics would dictate that if the demand for IOTA tokens increases as the protocol is adopted into the machine economy and IoT industries, the value of these tokens will rise. However, this is clearly not a sustainable source of funding. Additional and more sustainable funding streams will be procured from public grants and contributions from corporations and individuals. A Blockchain is a sequential chain of blocks where each block references its chronological predecessor, similar to a linked list. Blocks contain multiple transactions, and are added in more-or-less regular, discrete time intervals. In the Tangle each transaction (rather than a block of transactions) references two previous transactions, forming not a linked list, but a complex web structure known in mathematics as a Directed Acyclic Graph, or DAG for short. Directed because all the reference pointers point in the same direction, acyclic because you cannot follow the path from any one transaction and arrive back at the same transaction (in other words, no loops), and a graph because the reference pointers and transactions form a graph of edges and vertices. Importantly, this DAG structure allows transactions to be issued simultaneously, asynchronously, and continuously, as opposed to the discrete time intervals and linear expansion of a Blockchain.
By parallelizing transaction issuance and validation, IOTA is able to achieve a signiﬁcantly higher transaction throughput. In a Blockchain, because many miners are working to add the next block to the chain, with signiﬁcant overlap between the transactions included in their respective blocks, transactions are forced through a bottleneck by design - this is how the double-spend problem is resolved and how consensus is ultimately achieved. However, the vast majority of trans-actors are not trying to cheat by double-spending their coins, yet they are forced through this bottleneck nonetheless. Instead IOTA lets all transactions through and cleans up any conﬂicting transactions using the ”heaviest Tangle” rule. One common misunderstanding about the diﬀerences between Blockchain and the Tangle is how consensus is achieved. Blockchain achieves consensus through the ”longest chain” rule. Miners are incentivized to add the next block to the chain with block rewards and transaction fees. Which miner gets to add the next block is determined by a fair and decentralized lottery-like system known as Proof-of-Work where computational resources must be spent to solve a cryptographic puzzle. The only way to solve this puzzle is by brute force, also known as ”guess and check.” Because two or more miners may ﬁnd the answer to this puzzle at almost exactly the same time, thus simultaneously creating new blocks which may contain conﬂicting transactions, the network needs a consensus-building rule to determine which chain should be accepted as valid. This is where the ”longest chain” rule comes in to play. When a miner sees two valid blocks referencing the same parent block, this is known as a fork. The miner then has to choose onto which side of the fork of the chain to try and add the next block. The probability that miners working on either side of the two competing chains continue to ﬁnd blocks at roughly the same time decreases exponentially for each subsequent block. Consensus around which chain should be accepted as valid is achieved by saying the ”longest chain” wins. However, this means that a transaction cannot be considered conﬁrmed until a signiﬁcant number of blocks have been built on top of it. The rule of thumb for Bitcoin, for example, is after 6 blocks, or on average 60 minutes, a transaction can be safely considered ”conﬁrmed”.

XVIII LESSON:
MORE ABOUT IOTA.
Iota, the tangle technology.
With IOTA, consensus follows the “heaviest Tangle” rather than the longest chain. In the Tangle, because transaction issuance is tightly coupled with network validation, transaction ﬁnality (commonly called ”conﬁrmation”) can be achieved in a fraction of the time it takes for Blockchain. The more activity there is in the Tangle, the more validations occur, and the faster transaction ﬁnality becomes. The vast majority of users in either system, Blockchain or the Tangle, are not actively trying to double-spend or cheat because the majority in either system are assumed to be honest. When double-spends or other forms of cheating do occur, just as in the case with Bitcoin, the ’invalid’ branch of the Tangle is ultimately orphaned into oblivion. With IOTA, to issue a transaction, a tiny amount of Proof-of-Work is required. Unlike Blockchain where Proof-of-Work is employed as a decentralized lottery of sorts, in the Tangle this serves merely as a spam and sybil prevention measure. As more and more transactions occur, more and more cumulative Proof-of-Work is added to the system making it more secure against attacks. The Tangle grows more secure as more activity is added. This is because requiring a tiny amount of Proof-of-Work makes it costly for an attacker to ”outpace” the throughput of honest transactions. The cost to issue a transaction for an honest user is immaterial, but the cost for an attacker to overwhelm the aggregate throughput of honest transactions would be forbiddingly high.
Because there are no miners in the Tangle, and the responsibility for validation is an intrinsic part of issuing a transaction, there are no transaction fees. The value sent is always equal to the value received. This enables feeless micro and even nano-payments which the emerging machine-to-machine sharing economy will require to operate at scale. In IOTA, every participant in the network making a transaction also actively participates in the consensus. Unlike as it is in the case of Blockchain where there is a bifurcation of roles between the miners and the users of the system whose interests are diametrically opposed (miners want slower transaction conﬁrmation times and higher fees, whereas users want the exact opposite), in the Tangle the incentives of all participants are perfectly aligned. A tip in the Tangle is simply a transaction which has not yet been validated by another transaction. Keep in mind there is time delay between the moment another node in the network selects two transactions for validation and the time this information is broadcasted through the network (i.e. latency). Put these three things together and what you have is a ”memoryless” randomized succession of steps that describes a path on a mathematical space (in our case the Directed Acyclic Graph of the Tangle consisting of transactions and reference pointers) towards a tip (a transaction which does not look like it has been approved yet, but may have been due to latency).

The outcome of the algorithm is inherently random, so it is impossible to know what strategy was employed for selecting the transactions to validate, and moreover, it is not even possible to enforce tip selection at all because it is impossible to know what the other node knew at the time a transaction was issued (such as whether a transaction was known to still be a tip or not). What is needed is a default algorithm which avoids laziness, greediness and cheating, where no other possible tip selection algorithm could make a node better oﬀ than the default tip selection algorithm. This is what is known as a Nash Equilibrium, but because Nash Equilibrium assumes rational actors, it is also necessary to protect against irrational actors trying to attack the system. The security of IOTA relies on an assumption that is an intrinsic feature of all decentralized, distributed and permissionless technologies: the ability for an attacker to exert undue inﬂuence over the network is infeasible because the resources required to do so are too great. In a Blockchain, the cumulative Proof-of-Work of all the miners secures the network against attacks. IOTA works fundamentally diﬀerently. In IOTA because each transaction requires a tiny amount of Proof-of-Work and/or requires a tiny amount of bandwidth, the great  community  that is doing transactions is what secures the network. The more transactions which occur, the more secure the network becomes.
Currently, however, the low transaction throughput makes the above assumption false. The additional security measures, such as checkpoints, which are needed to secure the Tangle in its early days as referenced by the White Paper come in the form of ’milestone’ transactions issued by The Coordinator, a special node which digitally signs transactions it issues in the Tangle, as well as their location. The Coordinator issues transactions by the same method as any other node, the only diﬀerence being that it also signs the location so that they cannot be subsequently reattached to a diﬀerent location. It is recommended for other nodes to not consider a transaction conﬁrmed until referenced directly or indirectly by the Coordinator’s milestone transactions. The IOTA Foundation has a team of researchers with backgrounds in mathematics, economics, game theory, graph theory, probability theory, physics, computer science and more asking the diﬃcult questions about the complex assumptions regarding the security and incentives of the Tangle. The questions all revolve around how to ensure that IOTA is the most secure, scalable, distributed, permissionless and decentralized technology possible. This necessitates the removal of the Coordinator - any other outcome would be completely unacceptable to the IOTA Foundation and everyone involved in the project. While the IOTA Foundation hopes to be able to remove the Coordinator before the end of 2019, these are complex problems with uncertain timelines which also somewhat depend on factors outside the IOTA Foundation’s control.
The most critical factor needed for the removal of the Coordinator, for example, is the greater adoption of the IOTA technology increasing the throughput of transactions on the network to meet the fundamental security assumption - that the cumulative throughput of honest transactions is large compared to that which an attacker could feasibly produce. The IOTA network supports a very large number of transactions. All IOTA Full Nodes must process and store all these transactions, leading to an ever-increasing storage requirement. To keep the amount of storage needed to a reasonable size, a Snapshot is performed on occasion (approximately every two months). This is essentially a pruning of the ledger - it removes all events and addresses on the ledger which do not have a positive balance. At the end of this pruning we are left with a basic ledger, comprising a list of all addresses that contain IOTA, and their respective balances. Following the Snapshot a new Tangle builds on top of this basic ledger, until it grows so big that another Snapshot is required. In the future, the snapshots will occur locally with nodes deciding for themselves when to do a Local Snapshot. However at the moment this is still a synchronized operation: The snapshot ledger is prepared by the IOTA Foundation. The ledger is veriﬁed by the IOTA community of Full Node operators ensuring the IOTA Foundation has processed all the transaction history correctly and the IOTA balances in the respective addresses is consistent.

Only when the consensus on the snapshot data is achieved, the green light is given and nodes can switch to this new ledger, via a new release of the IOTA Reference Implementation (IRI). Full Nodes do not get informed automatically - there is no ”secret” API call, thus a Full Node can also choose to continue to run the old version and still be a part of the network. To reiterate, a Full Node can choose to leave its database as is and keep the history (assuming storing all this data is not an issue), or the old data can be removed. Permanodes are nodes which store the entire history of the Tangle. Because the amount of data that will be passing through the Tangle will become too burdensome to save for most nodes, and because there is no real incentive to do so, Permanodes will be needed for storing the Tangle history over longer periods of time. At its core, IOTA is a protocol for securely, trustlessly, costlessly, and quickly transferring data and/or value in the form of IOTA tokens. Like any Distributed Ledger Technology it works because it is all about incentives. Storing arbitrary amounts of data for other people is not well incentivized, thus it will not happen without some beneﬁt for doing so. Although it is purely speculative to imagine all the potential future business models with IOTA, basic economics would dictate that to dedicate an arbitrary amount of resources towards storing other people’s data, an economic incentive is necessary. Whilst the binary number system is the most commonly used numerical representation scheme in implementing the basic computer arithmetic operations, there is a large spectrum of alternative number systems, that can be very successfully used in computational algorithms. The question ’What is the most eﬃcient base?’ has been posed many times, but perhaps the most convincing argument in favour of ternary number system is the one provided by Henry S. Warren in his seminal book ’Hacker’s Delight’ (pp.233-234). His analysis is important in that he is considering both arithmetic and power-consumption resources optimizations as the function of the radix of the number system used. His conclusion - that ternary arithmetic is about 5.6% more eﬃcient than binary - is rather instructive. What is more interesting about ternary arithmetic is the fact that one can consider as the set of digits allowed {-1,0,1}.
In this case every representation of integers is unique and, more to the point, for the representation of negative numbers one does not need to use some artiﬁcial trick like the 2’s complement notation, needed in binary. The advances in the ﬁeld of multiple-level logic will make the design of ternary circuits more and more popular. Currently IOTA full nodes run the IOTA Reference Implementation on primarily, if not exclusively, binary based processors. However, because IOTA is built speciﬁcally for the emerging IoT industry where trustlessly identifying a device, securing its data, and allowing it to buy and sell resources without the need for a trusted intermediary will be of paramount importance, it makes perfect sense that a dedicated microcontroller will become a standard component for any IoT device. Advances in software programs necessitated the addition of GPUs into every display enabled device as consumers demanded more interactive applications, and advances in computer and mobile phone display technologies became capable of producing increasingly higher deﬁnition resolutions. A similar need will become apparent for IoT devices as they will need to be able to securely identify themselves, exchange encrypted data, and buy and sell scarce resources with untrusted devices in their proximity. 
Resources such as computational resources they will all produce and depend on such as data, electricity, CPU, bandwidth and memory, as well as the scarce resources speciﬁc to the device itself such as parking spaces for cars, air space for drones, etc. Additionally, the dedicated microcontroller component which would be required for these tasks - tasks including digitally signing messages, encrypting and decrypting data, and performing a minimal amount of Proof-of-Work - could be accomplished with as little as a few hundred logic gates. It would thus be smaller than the human eye could see and consume a neglectable amount of energy from the device. In light of the dusk of Moore’s Law and because it would not require any additional hardware upgrades from any existing binary components, a microcontroller based on ternary logic would be the most powerful and energy eﬃcient integrated circuit possible and indeed some are already being actively developed. For this reason, IOTA decided to design a ternary based transactional settlement and data transfer layer protocol to be run on dedicated ternary based microcontroller components which will inevitably become a standard for the emerging IoT industry.

It is known that a suﬃciently large quantum computer could be very eﬃcient for handling problems that rely on trial and error to ﬁnd a solution. The process of ﬁnding a nonce in order to generate a Bitcoin block is a good example of such a problem. But the number of nonces that one needs to check in order to ﬁnd a suitable hash for issuing a transaction in the Tangle is not unreasonably large. The algorithm used in the current IOTA implementation is structured such that the time to ﬁnd a nonce is not much larger than the time needed for other tasks that are necessary to issue a transaction. Thus, the eﬃciency gain for even an ’ideal’ quantum computer would not be a risk to the security assumptions of the Tangle whereas with Bitcoin it could potentially be fatal as the fundamental security and fairness assumption that no single actor can mine blocks any faster, relative to the computational resources dedicated to it, than anyone else would be violated. Additionally, IOTA uses hash-based signatures instead of elliptic curve cryptography (ECC). Not only are hash-based signatures a lot faster than ECC, but it also greatly simpliﬁes the overall protocol (signing and veriﬁcation). What actually makes the IOTA signature scheme quantum-secure is the fact that it uses Winternitz signatures. The IOTA ternary hash function is called Curl.
IOTA is one of the fastest growing, but also one of the most severely criticized crypto-currency. Maybe it’s because IOTA promises a lot and does a lot of things diﬀerently than others. That arouses mistrust. Those who deal with the cryptocurrency will realize that the developers have certainly thought through the approach. But maybe not as much as the IOTA fans sometimes hope for IOTA is currently one of the hardest topics to write about because it’s extremely complex On the one hand, it seems hard for the crypto scene to really take IOTA seriously; on the other hand, the IOTA community often reacts to genuine criticism a bit too aggressively. Why IOTA baﬄes many in the crypto scene is easy to explain: IOTA makes a promise that most consider irretrievable, and makes design decisions that may seem odd, even outlandish to outsiders. The promise, in a slightly exaggerated way, goes like this: The Internet of Things will once consist of 20, or 30, or 80 billion devices, all of which are online. IOTA will be the backbone of an economy of these machines-the platform that allows things to receive and transfer money and data. Because IOTA can - in theory- thanks to the tangle ”almost inﬁnitely” scale. In any case, signiﬁcantly better than the blockchain-based cryptocurrencies.
Anyone who even only takes a superﬁcial look at the scalability of Bitcoin and Ethereum knows that this promise of high scalability is bold. IOTA’s technical core, Tangle, eliminates blocks - and thus the latency that arises as the blocks are distributed across the network. Blocks are always clumps of data. At the same time, IOTA creates so-called ”snapshots” through the ”Milestones”, whereby the nodes can throw away all transactions that took place before the snapshots. This saves hard disk space and makes starting a new node easier. The other factors in scaling the Tangle has apparently not improved. Bandwidth, CPU, and memory remain limiting factors. Here are the same, if not more restrictive, limitations as in blockchains. Accordingly, many distrust the IOTA promise. Several design decisions at IOTA aggravate the mistrust: First, IOTA uses a post-quantum cryptography algorithm. That’s ﬁne, but increases the size of transactions to just under ten times. What needs 160 bytes for Bitcoin needs 1.6 kilobytes for IOTA. If you want to scale, that seems counterproductive. On the other hand, IOTA has neither a mining reward nor transaction fees. The system does not provide a reward for ”honest” network nodes. And that is just one of the key innovations of Bitcoin.
XIX LESSON:
IOTA AND ITS CRITICITY. CARDANO, MONERO AND DASH.
And ﬁnally, IOTA uses a ternary rather than a binary system. The developers are convinced that this is necessary and correct, but many doubt it because the present day software infrastructure relies on binary systems. You do not necessarily make life easier with a ternary system. To sum it up, IOTA wants to impose insanely many transactions on the full nodes, increasing the size of transactions tenfold-but deprives the nodes of their rewards. Why would someone operate an IOTA node? The demands on the CPU and the Internet connection is, sooner or later, enormous. For what reasons should someone invest in the infrastructure needed for the backbone of the machine economy? If you ask such questions in the IOTA community, you will get, at times, insightful suggestions. The Nodes are, it is said, voluntarily operated by large companies. The incentive is not a block reward or fee income, but the ability to send and receive many free microtransactions. If you follow this perspective, it suddenly makes sense. The assumption of IOTA is that there will be a need for machines to pay each other with microtransactions for data and services. That it is proﬁtable for large companies -Bosch, VW, Telekom-to invest in a large node in order to participate in this machine economy.
If corporations want such a system, IOTA might be a good choice, perhaps the best that exists today. Technology companies do not want to risk being involved in an arms race of mining farms by Chinese miners. They also do not want to create money through new blocks or necessarily earn fees. The corporations need free microtransactions. And that currently oﬀers only IOTA. Another design decision suddenly makes more sense: bandwidth and CPU are very limiting factors in a network of hobby nodes. From a certain transaction volume, the traﬃc clogs the Internet line or lame a weak CPU. On the other hand, if you assume industrial nodes, bandwidth and CPU are no problem for a very long time. The ﬁrst limiting factors will be the block latency -the time it takes for one block to reach all other miners- and the synchronization of new nodes. A test by Bitcoin Unlimited has shown that Bitcoins block latency should put an end to about 500 transactions per second. The tangle and the snapshots become important assets in scaling. How does IOTA work in practice? Again, the cryptocurrency puts old bitcoin to shame. It starts with the fact that IOTA is not yet completely decentralized. The tangle works by always conﬁrming two previous transactions to conﬁrm a transaction. The network works better the higher the load. At low load- as currently-the Tangle by itself cannot provide eﬀective protection against double spends. There is a so-called 34 percent attack.
This is where the ”Coo” comes in, the central coordinator run by the IOTA Foundation. It writes so-called ”milestone” records and in IOTA wallets only those transactions are considered conﬁrmed that are referenced by the Coo. A member of the IOTA community, slightly exaggerated, described this as follows: ”The Coo makes IOTA a simple blockchain.” Although the Coo should be shut down in the future - IOTA wants to work without it-currently IOTA still drives with central support wheels. The Tangle needs a centralized block chain of milestones to work reliably. And even with this help, the performance of the system has lately been rather average. It’s hard to say exactly what is going on, as IOTA’s information policy is rather sub-optimal, critical questions like the FUD are being chatted away, and the thing itself is rather opaque to non-insiders. Some in the IOTA community say that the client is poorly implemented, others that there are spam attacks, and others that the relation between light and full nodes has gotten out of hand. According to various sources, IOTA currently processes about 0.1 to 1 real transactions per second. If the Tangle goes to its knees at this low strain, how will it ever become the backbone of the Internet of Things? IOTA is, the developers emphasize again and again, an experimental technology. Both you and the community ﬁrmly believe that the tangle scales better than a blockchain. But they also realize that everything is still very beta. The developers are very honest and transparent about it. One ﬁnds the hint in many places. Often, unfortunately, with the remark, ”just like Bitcoin and Ethereum.”
Cardano and ADA, the scientists’ crypto-currency
Cardano is a distributed computing platform that runs the blockchain for the Ada cryptocurrency. Cardano is administered by the Cardano Foundation, based in Switzerland. The foundation is headed by Pascal Schmid. The Cardano project is one of the most interesting investments in the cryptocurrency landscape. The aforementioned token was born only in September 2017, but immediately managed to win the attention of investors in the framework of the general madness of December of the same year, which saw the cryptocurrency market as a protagonist. ADA has quickly climbed all the rankings relating to virtual currencies.  The new cryptocurrency Cardano has amazed at the results obtained especially in terms of speed, placing itself between cryptocurrencies with long and ambitious projects behind it such as Bitcoin, Ethereum, Ripple and Litecoin. Cardano is a very special project as it sees its founder Charles Hoskinson, one of the co-founders of Ethereum and  intends to create a last generation environment in which to use smart contracts. 
The goal of the project is to improve the 3 classic fundamental parameters that are weighted by the cryptocurrency system:
• Durability
• Efficiency
• Scalability
The project aims to achieve this goal through a public blockchain subjected to a strict scientific process. In this sense Cardano is a unique project in that it is certainly the only money driven by a purely academic approach, perhaps that is why ADA was called the "cryptocurrency of scientists". The currency passes through a peer-review process carried out by scientists and programmers active in universities, in some cases also prestigious as Lancaster University. The "academic" aspects of this digital currency make it unique in the panorama of cryptocurrencies. However, with projects such as Ethereum or Neo Cardano it shares the fact of being a technology able to manage financial applications used by people, associations and governments.
The ADA cryptocurrency at the early begin had a market value of 0.03 $. Then there was a first rise that brought the coin to be worth 14 cents of a dollar, a growth of 366%, already significant in itself. However, only ten days after the cryptocurrency price has risen even more, culminating on 19 December and reaching a quota of 58 cents: an increase of 1833%. At the end of this period of extreme volatility that characterized all the cryptocurrencies, the ADA tokens have experienced a bearish trend. In a world that is running faster and faster, technology is the driving force and the world of cryptocurrencies and smart contracts in this sense is always on the crest of the wave. If the Bitcoin project represented the first generation of cryptocurrencies being literally able to introduce the concept of digital money and Ethereum represents the second, represent a third level of important development. To validate transactions in ADA, Cardano uses the Proof of Stake, a very fast and efficient system if we look at the energy aspect that can solve the problems that hinder the growth of the two previous generations of cryptocurrencies (Bitcoin and Ethereum).
The Cardano project is really very ambitious. ATMs are already swarming in Japan where ADA can be digitally taken. Thanks to Cardano technology is possible  to create:
• non-falsifiable digital identity documents
• platforms to facilitate access to credit
• universal wallet on which you can save any type of cryptocurrency
Just this last point is among the most interesting because the new e-wallet would allow you to make changes even between cryptocurrencies and fiat coins directly on the platform. Despite this strong and interesting planning, Cardano is still a project in its initial phase, but this factor has not in any way influenced the markets that have nevertheless decided to give it confidence. By sure because it  was perceived  the seriousness of the development team and  because the  partnership with the academic world is seen as one of the main winning factors. 
Monero, the crypto-currency of the deep web.
Monero (XMR) is an open-source cryptocurrency created in April 2014 that focuses on fungibility, privacy and decentralization. Monero uses an obfuscated public ledger, meaning anybody can broadcast or send transactions, but no outside observer can tell the source, amount or destination. Monero uses a Proof of Workmechanism to issue new coins and incentivize miners to secure the network and validate transactions. The privacy afforded by Monero has attracted illicit use by people interested in evading law enforcement during events such as the WannaCry Ransomware Attack, or on the dark web buying illegal substances.  For instance,  in January 2018, Bloomberg suggested the hackers who stole approximately 500 million NEM tokens ($530 million) from Coincheck exchange could launder the stolen funds by a service such as Shapeshift to convert the funds into Monero. Despite this, Monero is actively encouraged to those seeking financial privacy, since payments and account balances remain entirely hidden, which is not the standard for most cryptocurrencies.
 Unlike many cryptocurrencies that are derivatives of Bitcoin, Monero is based on the CryptoNight proof-of-work hash algorithm. In particular, the ring signatures mix the spender's input with a group of others, making it exponentially more difficult to establish a link between each subsequent transaction. Also, the "stealth addresses" generated for each transaction make it impossible to discover the actual destination address of a transaction by anyone else other than the sender and the receiver. Finally, the "ring confidential transactions" mechanism hides the transferred amount. Monero is designed to be resistant to application-specific integrated circuit (ASIC) mining, which is commonly used to mine other cryptocurrencies such as Bitcoin. It can be mined somewhat efficiently on consumer grade hardware such as x86, x86-64, ARM and GPUs. The name BitMonero,   is a compound of Bit (as in Bitcoin) and Monero (literally meaning "coin" in Esperanto). The release of BitMonero was very poorly received by the community that initially backed it.
 A group of users led by Johnny Mnemonic decided that the community should take over the project, and five days later they did while also changing the name to Monero. Due to its privacy features, Monero experienced rapid growth in market capitalization and transaction volume during the year 2016, faster and bigger than any other cryptocurrency that year. This growth was driven by its uptake in the darknet market, where people used it to buy stolen credit cards, guns, and drugs. Two major darknet markets were shut down in July 2017 by law enforcement. From the beginning, Monero has been used by people holding other cryptocurrencies like Bitcoin to break the link between transactions, with the other cryptocoins first converted to Monero, then after some delay converted back and sent to an address unrelated to those used before. On January 10, 2017, the privacy of Monero transactions was further strengthened by the adoption of Bitcoin Core developer Gregory Maxwell's algorithm Confidential Transactions, hiding the amounts being transacted, in combination with an improved version of Ring Signatures. The operators behind the May 2017 global ransomware incident WannaCry converted their proceeds into Monero. In June, The Shadow Brokers, the group that leaked the code used in WannaCry, started accepting payments in Monero.
Malicious hackers have previously embedded Monero mining code into websites and apps seeking profit for themselves. In late 2017 malware and antivirus service providers blocked a JavaScript implementation of Monero miner Coinhive that was embedded in websites and apps, in some cases by hackers. Coinhive generated the script as an alternative to advertisements; a website or app could embed it, and use website visitor's CPU to mine the cryptocurrency while the visitor is consuming the content of the webpage, with the site or app owner getting a percentage of the mined coins.  Some websites and apps did this without informing visitors, and some hackers implemented it in way that drained visitors' CPUs. As a result the script was blocked by companies offering ad blocking subscription lists, antivirus services, and antimalware services. In the first half of 2018, Monero was used in 44% of cryptocurrency ransomware attacks
Dash, the most democratic among the crypto-currencies
Dash was founded in 2014 as darkcoin before adopting a more regulator-friendly brand, Dash is best known for its optional privacy features and boasts a market capitalization in the lower half of the top 20 cryptos. It’s drawn a fair bit of criticism for its cryptography practices and the way the core team has been run as a for-profit venture from day one. But Dash has at least one thing going for it: its team has figured out how to win over entrepreneurs in the developing world.   Ad example. Let us consider the case of  the Zimbabwean entrepreneur James Saruchera. As a university student in South Africa, Saruchera dropped classes and worked multiple jobs when inflation in his homeland made it impossible to remit school fees. His parents later lost their savings and pension investments after another bout of hyperinflation. Yet when Saruchera founded his payments startup in February 2017, after years of researching different blockchain networks, he made what many in the crypto community might consider a surprising choice. He picked Dash to be the backbone of the business.  His  startup, Kuvacash, was seeded with a grant for roughly $550,000 worth of the cryptocurrency from the Dash Treasury DAO, a pool of mining rewards that allows dash fans worldwide to submit proposals and vote on which ideas get funding.
Now, he’s getting ready to pilot Kuvacash’s mobile payments app with 100 users in October and negotiating with the government of Harare, Zimbabwe’s capital, to build a dash-powered transit app for an upcoming tram line. While cryptocurrency adherents have been evangelizing the technology in poorer countries since the early days of bitcoin, few projects if any have done so as aggressively as Dash. The Dash Treasury DAO alone has granted over $33 million-worth of dash since 2015, $2.3 million of which went to projects in developing countries such as Zimbabwe, Ghana and Kenya. That number is clearly ramping up as the community shifts strategies. Out of 27 grants in the developing world, 20 of those proposals have received funding over the past 12 months. The August 2018 payout alone is expected to give around $920,273 worth of dash, including grants for programs in Venezuela and Brazil. In addition to providing this startup capital, the project has set it itself apart in these markets by offering support for entrepreneurs, starting with their first transaction and wallet all the way to launching a Dash-oriented business. Protocol developers also improve the underlying software based on feedback from such diverse users. And despite the lingering controversies over Dash’s technical infrastructure, these efforts to serve marginalized communities are starting to gain notice.
The Dash Core startup, which stewards the dash network, learned people in the developing world can drive adoption on their own when given free capital and technical support. So, to maximize growth, the company will focus on hiring more local staff in emerging markets. Beyond funding, grant recipients also engage with Dash Core developers to provide feedback and get support on infrastructure development. “We have the ability to effect improvements, feedback on certain use cases and how those [insights] can be adjusted at the core platform level,” Saruchera said, adding: “On-the-ground insight has led to them [Dash Core Group] modeling zero confirmation instant send, increasing the speed and capacity of InstantSend on the network. These high-performance protocol adjustments help lay the foundation to improve Dash’s speed even further.” Meanwhile, Dash Core Group employees often give away small amounts of crypto to users in places like Venezuela. To be sure, other blockchain projects have used similar tactics in developing countries. Some have rewarded locals for recruiting new users, such as the South African startup Wala, or worked with crypto exchanges to increase access, like the startup behind Zcash did by partnering with AirTM exchange in Latin America. The Ethereum Foundation funds one-off research projects. Some bitcoin projects are donating crypto to groups in the developing world. But Dash is doing all of the above, and starting to get some results. Take, for example, Venezuela, where according to the Dash Core Group, hundreds of merchants are now transacting with Dash, thanks to local advocacy programs. These ambassadors literally walk up to Venezuelan businessmen and convince them to start using Dash.  The dash administrator are going to be rolling out a plan for Latin America more broadly and they want that  Venezuela will become their second largest market.
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Critics say the Dash model artificially restricts supply with misaligned incentives since node operators and miners share fractional profits. Plus, it is far more expensive to operate a full dash node, called a master node, than a bitcoin node. Some say this hinders the network’s decentralization. Blockchain consultant Tone Vays told CoinDesk he’s concerned the Dash governance model isn’t sustainable and the community’s evangelizing tactics may confuse less tech-savvy consumers. When asked about the risks of promoting an altcoin to unsophisticated consumers, Venezuelan business development lead Alejandro Echeverría, head of the Dash Merchant program, pointed to dash’s educational efforts. These include monthly events drawing 500  As for the criticism about expensive nodes, Dash node operator Eric Sammons wrote a blog post that running such software is simply a job that requires collateral as a prerequisite. And in response to criticisms of mining and other technical aspects, the Dash Core Group published a statement that Dash is a work in progress able to “deliver innovations” without venture capital or a token sale because investors and users decide for themselves whether to support the project.
Starting in October, Kuvacash will run a pilot with roughly 100 users to test the mobile app’s remittance, merchant payments, and peer-to-peer money transfers. “Not just in stores, but also in informal trading settings like a person selling tomatoes or bananas at a market,” Saruchera said. “If the person that they are sending funds to doesn’t have a smartphone, just a feature phone, we can allow them to get a reference number so they can go to our agents and cash out that way.”  Following the hyperinflation cycles over the past decade, most Zimbabweans use imported U.S. dollars because they no longer trust local bonds or banks. So, Kuvacash got a license to import dollars and is now deploying local agents who can help users cash out in person for fiat bills as needed. By 2019, Kuvacash aims to offer both peer-to-peer payments and crypto-powered transit accounts through the same wallet app to anyone in Harare who wants to use Dash. Representatives from the municipality of Harare confirmed they are negotiating a transit deal with Kuvacash, although it is not yet finalized. If all goes according to plan, commuters will use the mobile app pay for tram rides with Dash, which Kuvacash will promptly convert back into U.S. dollars for the tax collector. At the moment, it’s difficult to regulate public transit in Zimbabwe, in terms of price gouging, safety and taxation, because vehicles are mostly operated by individual drivers and owners. Transparent blockchain records of tax revenue could be especially useful for establishing trust in a country fraught with accusations of bureaucratic corruption. “Poor people, they can spend as much as 50 percent of their income on travel,” Saruchera said, adding that the new metro would offer reliable transportation for less than $0.50. “If we can help fix this, then we can exponentially increase their quality of life.
Zcash, the most  “nerd” among the crypto-currencies
Zcash is a cryptocurrency aimed at using cryptography to provide enhanced privacy for its users compared to other cryptocurrencies such as Bitcoin. Like Bitcoin, Zcash has a fixed total supply of 21 million units.  Transactions can be "transparent" and similar to bitcoin transactions or can be a type of zero-knowledge proof called and  the transactions are then said to be "shielded". Zcash affords private transactors the option of "selective disclosure", allowing a user to prove payment for auditing purposes. One such reason is to allow private transactors the choice to comply with anti-money laundering or tax regulations. "Transactions are auditable but disclosure is under the participant's control. "The company has hosted virtual meetings with law enforcement agencies around the U.S. to explain these fundamentals and has gone on the record of saying that "they did not develop the currency to facilitate illegal activity". ZCash is undoubtedly one of the most interesting cryptocurrencies in the digital currency landscape. Unlike other cryptocurrencies, ZCash did not originate from mysterious Japanese characters or charismatic Russian-Canadian youngsters. Instead, it was created in the cryptographic department classes of one of the world's most prestigious computer science universities. This explains why ZCash is nothing more than a miracle of engineering.
In May of this year, the hacker collective The Shadowbrokers made an announcement. The group, which at that time had released computer exploits and zero-days stolen from the American National Security Agency (NSA) for about a year, revealed that it would be switched to a subscription model. You can now subscribe to their "illegal monthly landfill" exploit. To everyone's surprise, the price has not been fixed in bitcoins but in ZCash.  ZEC is the result of a project that had its origins in the dusty classes of Johns Hopkins University of Baltimore - famous for its cryptography department, in which a team of "rock star scientists" led by Zooko Wilcox collaborated to improve the anonymity of the bitcoin. ZCash was based on the Zerocash project. The basic idea was that although cryptocurrencies are anonymous, anyone can still obtain information by undermining the blockchain - for example, in terms of purchasing habits. Zerocash extends over any coin protocol to make it even more anonymous by creating a separate currency that exists together with the base currency. This technology allows a user to make completely confidential payments using, for example, two bitcoins and converting them to Zerocash. 
The new coin created has a zero knowledge test that the sender possesses the basic currency, without revealing the value of the transaction or the identity of the owner. The receiver can then return the Zerocash to the base currency. This project led to the creation of a separate currency, the ZCash, which has all the features mentioned above plus a couple of extras. It all sounds very nerd, probably because it is, but the value of an added layer of such advanced cryptology should not be underestimated, especially now that more and more governments are trying to get their hands on cryptocurrency. Zcash is  the alternative to the engineering miracle bitcoin. The underlying technology has the potential to change the world and become the main public payment infrastructure.
A new technology is coming: SideChain (o ChildChains)
Sidechains are emerging mechanisms that allow digital assets from one blockchain to be securely used in a separate blockchain and then be moved back to the original blockchain if needed. Sidechain functionality holds tremendous potential to enhance the capabilities of existing blockchains. A sidechain is a separate blockchain that is attached to its parent blockchain using a two-way peg. The two-way peg enables interchangeability of assets at a predetermined rate between the parent blockchain and the sidechain. The original blockchain is usually referred to as the ‘main chain’ and all additional blockchains are referred to as ‘sidechains’. The blockchain platform Ardor refers to its sidechains as ‘childchains’. A user on the parent chain first has to send their coins to an output address, where the coins become locked so the user is unable to spend them elsewhere. Once the transaction has been completed, a confirmation is communicated across the chains followed by a waiting period for extra security. After the waiting period, the equivalent number of coins is released on the sidechain, allowing the user to access and spend them there. The reverse happens when moving back from a sidechain to the main chain. A federation is a group that serves as an intermediate point between a main chain and one of its sidechains. This group determines when the coins a user has used are locked up and released. The creators of the sidechain can choose the members of the federation. A problem with the federation structure is that it adds another layer between the main chain and the sidechain.
Sidechains are responsible for their own security. If there isn’t enough mining power to secure a sidechain, it could be hacked. Since each sidechain is independent, if it is hacked or compromised, the damage will be contained within that chain and won’t affect the main chain. Conversely, should the main chain become compromised, the sidechain can still operate, but the peg will lose most of its value. Sidechains need their own miners. These miners can be incentivized through ‘merged mining’, whereby two separate cryptocurrencies, based on the same algorithm, are mined simultaneously. Sidechains allow cryptocurrencies to interact with one another. They add flexibility and allow developers to experiment with Beta releases of Altcoins or software updates before pushing them on to the main chain. Traditional banking functions like issuing and tracking ownership of shares can be tested on sidechains before moving them onto main chains. If the security mechanisms for sidechains can be bolstered, sidechain technology holds promise for massive blockchain scalability. To use a sidechain, a user on the parent chain has to send their funds to an output address. Once the coins are in the output address, they are locked. This means that the user is no longer able to use the coins anywhere else. As a measure to ensure increased security, communication is sent across the main chain and sidechain and a waiting period is allowed after the user’s funds have been moved to the output address. When the waiting period is over, a corresponding amount of coins is released on the side chain. The user is then able to spend the coins on the sidechain. When moving from the side chain to the parent chain, the user sends the coins from the sidechain to an output address where they are locked. After the waiting period is over an equivalent amount of coins is transferred to the parent Blockchain.

Rootstock
Rootstock is an open source smart contract platform with a two-way peg to Bitcoin. It allows the Bitcoin miners to participate in the smart contract revolution by rewarding them via merge-mining. The project aims at adding value and functionality to the Bitcoin network by enabling near-instant payments, higher scalability, and smart contracts. Bitcoin lacks turing-complete smart contract abilities. This is a significant disadvantage to Bitcoins growth. RST steps in to provide the unavailable technical needs as a Blockchain with a two-way peg to Bitcoin. Since the sidechain does not have any coins of its own, it does not offer competition to Bitcoin. RSK scales to 100 transactions in a second while still upholding decentralization and reducing bandwidth usage and storage.
Plasma
This is a projected framework of incentivized and enforced implementation of smart contracts. Plasma is scalable to billions of state updates in a second. This will enable the Blockchain to represent a high number of decentralized financial applications worldwide.

Alpha
Alpha functions as a sidechain to Bitcoins testnet. The peg mechanism currently works through a centralized protocol adapter, as stated in the sidechains whitepaper. An auditable federation of signers manages Testnet coins transferred to the sidechain. The federation is also relied upon to produce blocks through the signed blocks element. This creates the possibility of exploring the possibilities of the new chain using different security trade-offs.
Liquid
Liquid is Blockstream’s first commercial sidechain. It facilitates immediate transfer of funds between exchanges without having to wait for the delay of confirmation in the Bitcoin Blockchain. Liquid is available to users of all participating Bitcoin exchanges.

POA
This an open sidechain of Ethereum with proof of authority consensus reached by independent evaluators. The project’s goal is to build a public network for small contracts that is fast, secure and cost-effective. Its consensus mechanism allows very fast block times of less than 5 seconds. Another feature of POA is built in governance that supports voting at a consensus level by allowing validators to vote for adding or removing validators on the Governance dApp. The network also supports a large assortment of proof of identity dApps and incorporates them to prove the identity of validators. Unlike other Blockchains that require vast computational resources and proofs of work, creating blocks in this chain does not require mining. The POA network model can be used as a blueprint for quick launching of open on-premise networks with built-in value.
Side chains have two main advantages. Their first advantage they have is that they are permanent. You do not have to create a new sidechain every time you need to use one. Once a side chain is built, it is maintained and can be used by anyone doing a specified task off the main chain. The other advantage of sidechains is that they allow interaction between different cryptocurrencies. Developers get the opportunity to test software upgrades as well as beta coin releases before they are released on the main chain. The disadvantage is that miners are needed to ensure the safety of the sidechains. This makes the formation of new sidechains a costly venture. Hefty amounts of investments have to be made before any new sidechain can be created. Another downside to sidechains is the requirement of a federation. The extra layer formed by the federation could prove to be a weak point for attackers. To scale Blockchain, sidechain or childchain solutions cannot be undermined. 
In conclusion Sidechains are separate Blockchains that are linked to the main Blockchain using a two-way peg. They are an auxiliary network that executes the complementary function of: faster transactions, lower transaction costs and greater scalability in terms of the number of transactions that can be supported in a network at a given time. In a nutshell, Sidechains are expected to bring about a significant improvement in the capabilities of existing Blockchains. They are the avengers that will save Blockchain from becoming obsolete.
Is possible to mine in Italy? The BitMiner case.
Gabriele Stampa and Gabriele Angeli gave life to the ﬁrst Italian mining farm that takes the name of ”Bitminer Factory”, initially investing a capital of 250 thousand euros, they initially bought 22 machines dedicated to the mining of cryptocurrencies and today they have more than 400, for a total of 1, 2 MW of power. The large Italian farm would produce, currently a monthly income of about 120 thousand dollars and there are good prospects that this ﬁgure may increase. The owners of this company give the possibility to the various users to purchase directly from their website the material dedicated to the mining of cryptocurrencies. Once purchased, it will arrive and will be directly assembled within their mining farm. The cryptocurrency revenues produced by this material will then be delivered to the user, who remains in possession of the purchased material and, obviously, of the cryptocurrencies produced by this material.

Therefore, through Bitminer Factory it is possible to undermine cryptocurrencies without eﬀort or worries concerning the consumption of energy, as all the material will not be activated at home, but directly within the company. On a monthly basis there are commissions to be paid to the company regarding the consumption of energy (nothing compared to how much we would spend if we were mining directly from our house). The Italian mining farm is able to undermine with its powerful equipment various cryptocurrencies: Bitcoin, Litecoin, Ethereum, Dash, Monero, etc. In June-July they proposed the ﬁrst EUROPEAN INDUSTRIAL ICO , i.e a crypto-currency linked to the value of an industrial activity. More or less like PetroMoneda is linked to the Venezuelan gas.
Final (?) conclusions
The blockchain technology is a foundational technology that will modify the founding structures of society in a structural way, probably more of what we can imagine.
It is a rapidly evolving technology. Bitcoin technology is already obsolete. Many of the technological problems have been solved, other problems are still to be tackled, others are still faced with emerging technologies and partly still to be tested. 
The possible applications range from the FinTech, to the Public Administration, to the IoT, to the digital identity. So Blockchain is not only bitcoins and altcoins. It is much more.
The ﬁelds of application are inﬁnite. It started in the ﬁeld of FinTech, but subsequently continued in business and IOT. The possibility of avoiding guaranteeing authorities and brokering facilities without transaction costs means changing the structure of the trade, the structure of the company, the everyday life allowing APP now still unthinkable.
The introduction of this new technology creates an environment full of opportunities (investment, work) but also full of empty boxes, lacking in content and value.


